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1. Overview

1.1 About

CERTivity® is a powerful pure Java multi-platform visual KeyStores manager. This
standalone GUI desktop application provides a natural experience for managing and using
KeyStores, Certificates, KeyPairs (Private Key, Certificates Chain), Secret Keys in various
formats. It covers and combines functions that otherwise are available through verbose
command line tools or other operating system tools or browsers. It is not intended to be just
a simple 1:1 visual equivalent of these tools - the features being combined and centralized
in an intuitive and productive organization.

Thus developers and system administrator can gain valuable time and ensure the greatest
productivity by letting CERTIvity taking care of the low level details in a uniform manner on
almost all the systems - Windows, Unix/Linux, Mac.

In the long term, CERTivity aims at being a centralized manager and platform for the digital
security related assets.

1.2 Features Summary

CERTIvity has the following main features and advantages:

¢ GUI Representation of the security related items in a Tabbed Document Interface
allowing for visualizing in parallel the following types of models: KeyStores, individual
Certificates and Test Certificate Scenarios. The GUI representation is taking advantage
of the natural approach of using an IDE style interface.

KeyStores entries are represented using a Tree Table structure, each entry and sub-
entry being visualized in a Details Panel resembling the view of an e-mail client. As well,
KeyStore entries take advantage of contextual menus or natural editing actions such as
but not limited to delete, rename, expand, undo/redo. Many of these actions can also
be used through Keyboard shortcuts.

Navigation between KeyStore entries is enhanced by positioning based on the first
character (case sensitive) of a KeyStore alias or by sorting the table columns.

Many of the application's components expose Context Sensitive Help (default F1), the
Table of Contents tree being synchronized with the current context.

Status Bar is displaying useful information including if the KeyStore is case sensitive,
or case aware.

« KeyStore management - The application is able to work with a wide range of KeyStores
types: (JKS, JCEKS, PKCS #12, BKS, UBER and Windows native ones) and supports
the following KeyStore operations:

1. Create a new KeyStore;

2. Open an existent KeyStore;

3. Save a KeyStore,

4. Copy and Paste entries from one KeyStore to another;
5. Change a KeyStore's password;

6. Change a Key Pair's password,;
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. Emphasizing expired and about to expire Certificates or Key Pairs;

8. Convert to other KeyStore format;

9.
10.
11.
12.
13.
14.
15.

16.
17.
18.
19.
20.
21.

Delete KeyStore entry;

Change KeyStore entry alias;

Import Key Pairs;

Import trusted Certificates;

Generate self signed Key Pairs (Private Key with corresponding Certificate);
Generate Secret Keys;

Retrieve certificates from servers (e-mail server, web server etc.) - This is based
on the underlying SSL/TLS protocols;

View Private Key details;
View Public Key details;

View Certificate Chain details;
Generate CSR files;

Import CA reply;

By generating CSR files, signing CSR and importing CA reply the application can
act as a testing purposes CA.

e Certificates operations:

1.

g b~ W N

© 00 N O

* Sign

1.
2.
3.

4

Import Certificates/Certificates Chains into KeyStore either from files or from SSL
connections;

. Open an existing Certificate as standalone (not part of a KeyStore);

. Display Certificate Details;

. Obtain the revocation status from the signing CA through CRL;

.Useltest a certificate against a SSL connection (including plain upgradeable

sockets) to an end-point and permitting raw TCP/IP level communication (similar
to telnet/nc raw inspections); verbose handshaking information is also available;

. View Public Key details for the opened certificate;
. View PEM representation;

. View ASN.1 representation;

. Extend validity for a Key Pair entry;

and verify - with verbose details:
JAR files;
PDF files;
CSR files;

. XML files;

* Export options:

1.

Export Key Pairs;

Overview
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2. Retrieve and Export Certificates from multiple sources into multiple formats;
3. Export Certificates Chains;

4. Export Private Keys;

5. Export Public Keys

Most of the operations are executed on separate threads, so that for example while
generating a key or signing a PDF one can perform other tasks as well.

The existence of some of these features are controlled by the category of your license -
either Standard or Professional. For the features matrix of CERTIvity see the Appendix A,
CERTivity™s Features Matrix.

1.3 Documentation and Samples

CERTIivity provides documentation in more format types:

1. documentation file, CERTi vi ty. pdf , contained in the doc subdirectory from the
distribution kit and also available on our website at http://www.edulib.com/products/
keystores-manager/download/#manual;

2. application help which can easly be accessed using the application's Menu Help;

3. many of the application's components expose Context Sensitive Help (default F1),
the Table of Contents tree being synchronized with the current context;

4.the HTML CERTivity manual is available on our website for reading
on line (using http://www.edulib.com/keystores-manager/resources/doc/html/
CERTIivity/CERTIvity.html).

Samples files are contained in the sanpl es subdirectory of the doc directory from the
distribution kit. You have further details (including passwords) in the Readn®. t xt file which
will be opened when you first run the application. The Readn®. t xt file can be opened again
using Menu File > Qpen > Open Sanpl e Readne. txt.

The sanpl es subfolder is further divided in 9 subfolders:

1.keyst or e - can be used to observe the KeyStore features;
.certificates -can be used to observe the certificates features;
.Csr - can be used to observe the CSR features - generate and sign;
.j ar - can be used to observe the sign/verify JAR files features;
.pdf - can be used to observe the sign/verify PDF files features;

.xm - can be used to observe the sign/verify XML files features;

N O 0o b~ WD

.keypai r - contains examples of exported KeyPairs useful to observe the export/
import features for keypairs;

8.privat ekey - contains examples of a Private Key exported in myriad formats.
Together with the suitable certificate from the cer ti f i cat e directory a KeyPair can
be imported in a KeyStore;

9. publ i ckey - contains examples of a public key exported in various formats.

Overview
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2. CERTivity®'s Administrative Details

2.1 System requirements

CERTivity being a GUI desktop application it requires a Graphical Interface to install and run.

The minimum and recommended hardware configurations are depicted in the table below:

Table 2.1. System Requirements

Minimum Configuration Recommended Configuration

Processor: 800MHz Intel Pentium Il or|Processor: 2.6 GHz Intel Pentium IV or
equivalent equivalent

Memory: 512 MB Memory: 2 GB

Disk space: 100 MB of free disk space Disk space: 200 MB of free disk space

2.2 Platforms and Java Virtual Machines

CERTivity is a Java based application, available for download and install through:
* Bundled JRE Java Native Installers, the recommended option;
« Normal Java Native Installers (standalone, no JRE bundled);
e Plain archives (Zip / TAR.GZ) - manual process.

The recommended CERTivity distribution for Microsoft Windows and Linux platforms (x86/
AMDG64) is the Installer with the embedded Java Runtime Environment (JRE) as everything
is out of the box. If the target operating system is not in the list of the supported embedded
JRE distribution, or there are other reasons for which you don't want an embedded JRE, you
will need to have an already installed JRE from Sun Microsystems (Oracle) or from Apple (if
the target system is a Mac OS). Note that the embedded JRE is exclusively used for running
the CERTIvity application and is not affecting the existent applications.

Being a Java based application, CERTivity could run anywhere where an Oracle or Apple
JRE is available - this covers a wide range of systems such as Microsoft Windows, Linux, Unix
and Mac. The exact JRE for the CERTIivity application is configured in the j dkhone property
from the configuration file ${certivity_home}/etc/certivity. conf (on Windows),
respectively ${ certivity_hone}/etc/certivity. conf. sh (onLinux, Unix and Mac).
The Installer is transparently setting this path according to the installer type:

« If you are using the recommended bundled JRE Installer, then the embedded JRE is
used to run the installer itself and is also configured in the j dkhore property.

* The standalone (non bundled JRE) Installer will need a JRE to start with and to set
for CERTivity. If you are using the standalone Installer make sure your system has a
Sun Microsystems (Oracle)/Apple JRE available for the user you intend to use to install
CERTivity. If not, then please install JRE 1.6 according to the Java vendors instructions.

The standalone Installer will automatically look for a suitable JRE on your platform for
the installation itself and for configuring CERTIvity to start with. The minimum required
version is 1.6. The first JRE found in this search order is mainly used:

« Environment variables ${ JAVA_HOVE} , ${ JDK_HOVE} ;
» Windows registry (if the OS is Windows) ;
» Standard locations.

CERTIivity 's Administrative
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If the JVM found is not the standard recommended one a warning message is displayed
but the installation will continue.

* Ifyou are using a plain archive distribution, then you will need to install JRE 1.6 according
to Sun Microsystems (Oracle)/Apple instructions and to configure the j dkhone property
from ${certivity hone}/etc/certivity.conf(.sh) by uncommenting it and
pointing it to the JRE path, for example j dkhone="C:\ Program Files\Java
\'j re6" . Ifyou are not configuring j dkhome, CERTIvity will try to use the default location
of JDK/JRE on the platform, but in case the target system has more Java distributions
installed, it is safer to expressly point the j dkhone property to the exact location.

The exact Java version the CERTIvity application started with is displayed in the Hel p >
About menu, for example:

Java: 1.6.0_25; Java Hot Spot (TM Server VM 20.0-b11

As there are many flavours of hardware, operating systems and versions available it is
practically impossible to test each one of these. We have successfully run CERTivity on
Micrososft Windows XP, Microsoft Windows 7, Microsoft Windows Server 2003, Linux
Debian, Linux Ubuntu, RedHat, Solaris Intel and Mac OS X. Both 32 and 64 bit OS
distributions as well as JREs are supported.

Even if there is a wide platform distribution there are just few known issues:

« Default font size being ignored by the GTK Look and Feel on Gnome Desktop
Environment on Linux;

< Contextual Help Window is not brought up to front on Mac OS X;

« On Windows 64 bit with JRE 1.6 64 bit distribution the Windows KeyStores are not
functional, though they work with JRE 1.6 32 bits or JRE 1.7 64 bit distribution.

* In Windows 7, like for many other applications, an "Access Denied" error may be
encountered when trying to save KeyStores or when exporting Certificates, Key Pairs,
or Private / Public Keys to files that are located in the Windows special folders (e.g.
Program Files, Program Files (x86) ), due to the User Account Control (UAC) function.
This can be fixed by setting the UAC to a lower level or by turning it off.

2.3 Install and Run

2.3.1 Installing CERTivity

On Linux/Unix platforms after downloading the Installer you must make it executable, by
opening a shell, going into the downloads directory (via cd) and running the command chnod
+x, for example:

chnod +x CERTi vi ty-uni x-1. 0. sh

Then you start the installer either from a file manager or from the command line by running
the above executable script in the same directory, for example:

./ CERTi vi ty-uni x-1. 0. sh

The Installer will guide you through the necessary steps for having CERTivity installed. The
default installation directory and other links are containing the version of the product in
them. We strongly recommend to keep this naming convention. Default Installation directory
examples are given below:

CERTIivity 's Administrative
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e On Windows: C: \ Program Fi | es\ EduLi b\ CERTi vity 1. 0;

e On Linux: /opt/EduLi b/ CERTivity 1.0 or / hone/user/ EduLi b/ CERTi vity
1. 0 depending on the user's rights for the / opt directory;

e« On Mac:/ Applications/EduLi b/ CERTivity 1.0/.

As stated in the previous section if the Java version that we recommend is not detected the
Installer will present a warning dialog, continuing the installation. After the installation finishes,
we advise you to install the standard JRE (recommended 1.6) and configure CERTivity to
use that standard JRE according to the above section.

2.3.2 License Key (File) Registration

After the installation, when you first run CERTivity, you will be asked to activate it either for
your trial or for your purchased license. Make sure you correctly point to your license file,
then press Install.

Install License Key... I,&J

CERTivity 1.0 is not registered.

Flease install the Commerdial License Key (File) that you received upon
purchasing or the Free 30 Day Trial License Key (File) that you received
upan Trial Reguest from http: /fwww.edulib,com.

| Browse

| Install || Cancel || Help |

A Commercial License for a CERTIvity version is valid for all the minor versions. For example,
if you purchased CERTIvity 1.0, installed and registered it you will also be able to install and
run CERTIvity 1.3 on the same machine, without the need of requesting or registering another
license file. So the above dialog will not appear in such a case if you use the same machine.

If you have a trial license you can register a commercial license without the need to uninstall
the existent version. Use the menu Hel p > License > Install License Key to
change the license to the one that you purchased. In the same way, without uninstalling, you
can switch from a Standard to a Professional License activating all the features.

2.3.3 Running CERTivity

CERTivity can be started either from the Start Menu/Desktop links or directly using the
applications startup launchers from the installation base directory bi n/ certi vi ty. exe on
Windows system, bi n/ certi vi ty on the rest of the systems. This later option is the only
one available if you installed CERTIvity using a plain archive.

The CERTIvity application settings are stored outside the application directory under the
Eduli b/ . certivity/ <versi on> sub-directory, located under the platform dependent
user home directory. The settings are accessible through Tool s>Opti ons panel as
described in Section 3.6, “Tools Menu”. From this panel you can export the settings values
from the old version into the new application version via an intermediary archive file. That
is the recommended way.

CERTIivity 's Administrative
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The CERTIvity application is also producing log files in the same user location. Its exact
sub-path under the platform dependent user home directory is (. ) EduLi b/ . certivity/
<version>/var/log/ . The last 3 application runs are logged in nessages. | og,
nmessages. | og. 1 and nessages. | 0g. 2. The exact path is dependent on the target OS,
for example:

¢« On Windows XP C.\Docunents and Settings\John\Application Data
\. EduLi b\ . certivity\1. O\var\l og;

e On Linux/ hone/john/. EduLi b/.certivity/1.0/var/l og;

e On Mac  /Users/john/Library/ Application Support/ EduLi b/
certivity/1.0/var/log

The Log level can be configured from the Application Options accessible through
Tool s>Opt i ons panel as described in Section 3.6, “Tools Menu”, via the option Log | evel
which comes with the default value of | NFO

2.3.4 Handling Multiple CERTivity versions

Multiple CERTivity versions can be run on the same machine, each one being independent
of the other. This is the normal process for upgrades. Each application version has its own
installation directory, its own Start Menu links, its own settings.

The CERTivity application settings are accessible through Tool s>Opti ons panel as
described in Section 3.6, “Tools Menu”. From this panel you can export the settings values
from the old version into the new application version via an intermediary archive file. We
recommend that after installing the new version and becoming familiar with it, you uninstall
the previous version.

It is possible as a repairing process to install the same CERTivity version overwriting the
previous installation.

2.4 Java Virtual Machine settings

Standard Java Virtual Machine parameters can be passed through the configuration file
${certivity hone}/etc/certivity.conf(.sh) inthedefault_options property
by pre-pending - J to the standard parameter, for example - J- Xnx256m

If you handle larger files (especially the PDF operations are memory consuming) or more
files at the same time you may ran out of JVM Heap memory. By default CERTivity comes
with a maximum of 256 MB configured as above. Depending on the memory available on
the target machine, the operating system 32/64-bit architecture, you can specify different
sizes for memory, for example by modifying - J- Xnmk256minto - J- Xnx512m After doing this
setting you need to restart the application. If the heap memory amount that you specified is too
high for that platform/32-bit model, upon starting up a "JVM creati on fail ed" message
will be present. You will need to adjust the memory settings according to your architecture
- for example on Windows on 32-bit JVM distributions due to the 32-bit Windows process
model you cannot specify values larger than about 1100 MB. It is also not recommended to
set the maximum JVM heap to be larger than the physical memory.

Note that this file is specific to each CERTIvity version, so this allows you to manage each
version independently.

CERTIivity has a Memory Detection system letting you know when the maximum heap
memory passes a threshold. This is configured in the Application Options (accessible through

CERTIivity 's Administrative
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Tool s>Opt i ons panel as described in Section 3.6, “Tools Menu”) by the property Memory
usage warning max threshold, which comes with the default value of 90%. In such case the
following dialog will be presented:

@ Warning

The memary threshold was exceeded,
Current available memory: 248,0 MB
Current used memary: 226,6 MB [91%:)

l.;;

[ ] Do not display this warning message anymore

It is possible that after this warning the JVM may issue an OutOfmemory error if the threshold
is too tight. In such a case please adjust the JVM heap setting as described above.

The CERTIvity application also features a memory toolbar, which by default is on - there you
could see the exact memory used and even force a garbage collection.

2.5 Purchase and Licensing Model

CERTIivity is a commercial product, which is also offered for Trial for 30 days. The trial
registration is fully functional, except limitations on the number of KeyStores that can be
opened and created during an application instance (run). In order to be able to use a certain
version of CERTIvity permanently and without any limitation a commercial license is needed.

Facts about the licensing model:

* There are two categories of commercial licenses - Standard and Professional - the
feature differences are depicted in Appendix A, CERTivity®s Features Matrix. The
price difference is depicted on our web site [http://www.edulib.com/products/keystores-
manager/purchase/];

e The license is per number of users and each user can use the software on more
machines;

« We offer volume discounts (per number of users) according to the information on our
web site;

« If the License Key (File) is for more users, as the file is the same, each user will have
to use that file to register the application;

« A License Key (File) covers a major version and all its minor upgrades (e.g. 1.0, 1.1,
1.2..., but not 2.0). The same License Key (File) will unlock all the minor versions. If you
purchased a license for a certain major version (e.g. 1.2) you don't have to purchase
licenses for any of the next minor versions (e.g 1.4) if the software is used by the same
users;

« If in less than 60 days after you purchase a License Key (File), a major release is out,
you are entitled to use the new major version for the category of license you bought. You

CERTIivity 's Administrative
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can download and use it as well as any further minor versions with the same License
Key (File);

» For new major versions (e.g. 3.0) existent users of the previous major version (e.g. 2.0)
will be able to upgrade their License Key (File) by purchasing that license at an important
discount.

« Changing your license category ("migrade") of a certain License Key (File) is possible by
paying the difference between the categories; this is available upon request by providing
us the previous details of the license;

« We offer a full 30 days refund.

2.5.1 Payment details

Our orders are securely handled by our e-commerce and payment partner Avangate [http://
www.avangate.com]. Avangate handles all the payment details in a safe and secure manner,
starting from using SSL channels for communication up to anti-fraud screening procedures.
Upon payment you will be redirected from our site to the Avangate site for the payment. You
will benefit from multiple payment methods, 6 currencies and a localized user-friendly store
(16 languages supported).

If you want to purchase a license for more users you will get a discount according to the one
specified on our web site [http://www.edulib.com/products/keystores-manager/purchase/].
The price is automatically adjusted in your shopping cart depending on the quantity you
select.

2.5.2 What do | get after payment

Our software delivery is electronic only. Even before the payment you can download the
suitable setup package of the last CERTivity version. Shortly after the payment you will get
via the e-mail the License Key (File) to activate your CERTivity copy - please store it in a
secure place, as you may need it for future installations. For instant payment methods like
Credit Card or PayPal, the delivery e-mail will be sent usually within a few minutes after an
order has been successfully completed. For payment methods such as Bank Transfer, check
or PayPal eCheck, the delivery will be done after the payment is confirmed (usually 2 to 3
business days).

For more details about the payment and the e-mail delivery you can read the Avangate -
Shoppers FAQ [http://www.avangate.com/help/customer-faqg.php].

You will use the License Key (File) that you will have been receiving via email to register your
CERTIivity application. You may be in one of the following scenarios:

< On acertain machine, you have already installed CERTivity and run it registered with an
unexpired trial license. Then start the application and use the menu Hel p > Li cense
> |Install License Key tochange the License Key (File) to the one that you just
purchased; the same scenario applies if you migrate from the Standard category to the
Professional category.

¢ On a certain machine, you have already installed CERTivity but the trial license has
expired. Then upon application start-up you will be prompted with an Install License Key
dialog. There you will provide the License Key (File) that you just purchased.

« You don't have any installation of CERTIivity on the target machine or you have other
previous major versions of CERTivity. Then you need to download and install the new
major version of CERTIvity. The installation is done in parallel, not overwriting the
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previous version. After the installation, upon the application start-up you will be prompted
with an Install License Key dialog. There you will provide the License Key (File) that you
just purchased.

If, at a later time, a new minor version is released you will just download and install it in
parallel and it will be registered with the same License Key (File). If you need to install the
new minor version on a different machine (used by the same user) you will need to provide
the License Key (File) that you initially received.

CERTIivity 's Administrative

Details
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3. CERTivity®'s Menus/Tool bar

3.1 File Menu

The File menu includes the following commands:

* New KeySt or e - Creates a new KeyStore;

* Open - Opens an existing KeyStore, an existing certificate, Windows Root CA KeyStore,

Windows User KeyStore, JREs CA Keystores;

e Open Recent Fil e- Opens a file from a list of the most recently used files;

e Save- Saves the current KeyStore, if it has been modified;

e Save As - Saves the opened KeyStore under a different name;

e Save All - Saves all the opened KeyStores;

« Exit - Exits the application.

Note that the features regarding the opening of the native Windows related are available only
if run on a Microsoft Windows platform.

A screenshot for the File Menu is given below:

C:/Program Files (x86)/Edulib/CERTivity 1.0/doc/samples/ke

‘

Ly

New KeyStore Ctri+=N
Open

Open Recent Files

Save Ctrl+S
Save As...

& savenn
Exit Alt+F4

5 .
g hmacsha512-secretkey

(] ira

~ige re2-secretkey

Edit KeyStore Signatures View Tools Window Help
|

| |
Open KeyStore

Open Certificate

Open Windows Root CA KeyStore

Open Windows User KeyStore

Open JREs CA KeyStare
Open Sample Readme,txt
Secretkey
Secretkey
R5A 409
Secretiey

E sample certificate with extensic RS54 1024

@y sampledsaverl
-89 sampledsaver3
4.9 sampledsaver3withextensions
-y samplemdarsaver1
@9 samplemd2rsaver3
-y samplemdsreaver 1

4.9 samplemdSrsaver3

@y samplesha lrsaverl
@y samplesha irsaver3

E secure.del.idio.us
| I

D3A 896

D3ASLZ

DSA 1024
RSA 1024
R5A 1024
RSA 1024
RSA 1080
R3A 952

RSA 1024
RSA 1024

tore/JCEKS-KeyStore-Sample.jce - CER

3 ‘V._IS_*&l%1

Ctri=0

impleDSAVer 1-PEMencrypt.cer 22
Ctrl+5Shift+0 el ki

h

Sl
[EN|E3]E)

i Generate SecretKey W5 S5L Certificates Retriever &% Import Key Pair Import Certificate

» C:/Program Files (x88)/Java/jre6/lib/security/cacerts -
C:/Program Files/Java/jdkl 6.0_26/jre/lib/security/cacerts
C:/Program Files (x86)/EduLib/CERTivity 1.0/jre/lib/security/cacerts

Other...
2033-03-29T15:29:494+0300

2013-09-03T15: 145040300
2012-10-26T17:43:03+0300
2012-10-26T17:22:55+0300
2013-09-03T13:12: 1540300
2012-10-26T17:1 1340300
2012-10-26T17:15: 16+0300
2011-11-26T17:12: 2840200
2012-10-26T17:15:59+0300
2014-10-26T17: 15 12+0200
2011-10-27T17:21: 1240300
2009-06-23T19:56:25+0300

Last Modified Walidity

2011-10-27T10:49:39+0300 Valid

2011-10-27T11:07: 2240300 B
2012-09-05T14:59:06+0300 Valid

2011-11-23T12:39:29+0200 Valid

2011-11-23T12:39:42+0200 Valid

2012-09-05T14:59:06+0300 Valid

2011-11-23T12:39:59-+0200 Valid E
2011-11-23T12:40:11+0200 Valid

2011-11-23T12:40: 2440200 Expired

2011-11-23T12:40:37+0200 Valid

2011-11-23T12:40:50+0200 Valid

2011-11-23T12:41:01+0200 Expired

2011-10-27T10:49: 3940300 Expired o

Lower Case Aliases | 24 entries (4 certificates, 9 key pairs, 11 secret keys), 0 selected

3.2 Edit Menu

The Edit menu includes the following commands:

e Cut - Removes the currently selected entry from a KeyStore and places it in the

clipboard;

« Copy - Copies the selected entry into the clipboard;

e Past e - Inserts the entry from the clipboard in the KeyStore;

« Renane - Renames the KeyStore entry;

» Del et e - Deletes the KeyStore entry.

These commands are also having their usual Keyboard Shortcuts by default.

CERTivity®'s Menus/Tool bar
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3.3 KeyStore Menu
The KeyStore menu is available when a KeyStore is opened and includes the following
commands:
e Change KeyStore Password - Changes the password of the store;

« View / Convert KeyStore Type - Views the current store type and gives the
possibility to change it ;

e CGenerate Key Pair - Generates a new Key Pair;

* Cenerate Secret Key -Generatesanew Secret Key - note that not all of the KeyStore
types are able to store Secret Keys;

 Inport Certificate -Importa Certificate from a file into the KeyStore;

e Inport Key Pair -Importa Key Pair from a file into the KeyStore;

e SSL Certificate Retriever - Connects to a remote SSL socket (host and port)
and extracts the certificates used during handshaking. It is then possible to inspect and
import the certificates into the KeyStore.

A screenshot for the KeyStore menu can be seen below:

o8l=1e5)

Icertivityfapplication/target/certivity/doc/sam ples/keystore/JKS KeyStore -sample. jks - CERTivity

16124 5t |

ore-Sample.pl2 xT 3/ ICEKS-KeyStore-Sample. jee xl 7| BRS-KeyStore-Sample.bks x] 3/ UBER-KeyStore-Sample, ubr xl |ZZ|E]@

File  Edit Signatures  Wiew Tools MWindow Help

Chi KeyStore P d = U
; E 7 Change KeyStore Passwor : Iil a]:b 3 4 g 5w .3" %5

45 View | Convert KeyStore Type e

7 K5Ke &l Generats Key Pair

) Chany T+ Generate Secrat Key Mt KeyStore Type -4 Generate Key Pair 5 Generate Secret Key ) S5L Certificates Retriever &% Import Key Par  [3] Import Certificate

Import Certificate

Private Key

Entry Nai Expire Date Last Modified Walidity
'3’. Import Eey Pair

E dig % _ Jul 26, 2014 9:15:15 PM Ok 27, 2011 10:47:24 AM “walid

E jire 55 Certificates Retrisver Mar 29, 2033 3:29:49 PM Ock 27, 2011 10:47:34 AM “walid

él--'—.. sampledsaverl DisA 896 Ock 26, 2012 5:43:03 PM Mov 23, 2011 1:43:36 PM Yalid

=[5 Certificates Chain

E| SampleDSaver]

[F] samplepsavers
A sampledsaverd D5A 512 ©Ock 26, 2012 5:22:55 PM Mov 23, 2011 14345 PM Yalid
A samplemdzrsaver L R5A 1024 Oct 26, 2012 5:11:34 PM Mov 23, 2011 14402 PM Yalid
By samplemd2rsaver3 R5A 1024 oOct 26, 2012 5:15:16 PM Mov 23, 2011 1452 PM Yalid
By samplemdSrsaverl RSA 1024 Feb 29, 2012 6:12:28 PM Feh 27, 2012 514344 PM Abaout to expire
Bog samplemdSrsaverd RS54 1080 Oct 26, 2012 5:15:59 PM Mov 23, 2011 1:45:16 PM “alid
By sampleshalrsaverl RSA 952 Ot 26, 2014 6:13:12 PM Mov 23, 2011 1:45:29 PM “alid
By sampleshalrsaver3 RoA 1024 Ock 27, 2011 S:21:12 PM Mov 23, 2011 1:45:39 PM E:xpired
G secure, del.icio.us R3A 1024 Jun 23, 2009 7:56:25 FM Qck 27, 2011 10:47:44 AM Expired

Lower Case Aliases | 11 entries (3 certificates, & key pairs, 0 secret keys), 0 selected

3.4 Signatures Menu

The Signatures menu includes the following commands:

* Verify - validates the following types of files presenting verbose details; it is possible
to view and export the certificates embedded in the verified files.

1.JAR fil e - Validates a signed JAR file;
2.PDF fil e - Validates a signed PDF file;
3. XM fil e - Validates a signed XML file.

« Si gn the following types of files using the current KeyPair entry; disabled if no KeyPair
is selected. Also accessible from the contextual menu for a KeyPair. Specific sign
parameters are presented depending on the file type.

CERTivity®'s Menus/Tool bar 12
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3.5 View Menu

1.JAR fil e - Signs a JAR file using the current Key-Pair entry;
2.PDF fil e - Signs a PDF file using the current Key-Pair entry;
3. XM fil e - Signs an XML file using the current Key-Pair entry;
4.CSR fil e - Signs a CSR file using the current Key-Pair entry.

The View menu includes the following commands:

e Tool bar s - Is used to show or hide toolbar groups;

e Full screen - Allows application to run using the whole screen. The main toolbar will
be hidden during in this mode.

3.6 Tools Menu

Using the Tools menu, you can change:

* The application options (use Mai n Opt i ons) like:

Certificate expiry notification period (default 30 days), meaning that if a certificates
valid interval ends before the current date + the notification period a certain visual
element will alert you;

RSA Key Pair default size (default 1024),- the default size for RSA keys which will be
used when generating a RSA KeyPair. Change it for your convenience;

RSA Key Pair max size (default 4096) - you won't be able to generate a keyPair having
more bits than this value. This prevents bigger values that would require a great CPU
time to generate;

Auto generated Certificate serial number max bit length (default 20);
Undo level - the number of undo levels for each opened KeyStore (default 20);
Log level;

Memory usage warning max threshold, meaning the percentage of used memory after
which a warning message will be displayed (default 90);

KeyStore persistence - the type of persistence for opened KeyStores when exiting
the application. CERTivity® can remember the KeyStores which are opened when the
application exits, and reload them again when the application is launched next time.
There are two options available:

» Persist only KeyStore file name - meaning that only the name (and path) of the
previously opened KeyStores will be remembered to be reopened on the next
launch. The passwords of the KeyStores will not be remembered, and you will be
prompted to enter the password for each of them when selecting each KeyStore
tab first time (recommended);

e Fully persist - meaning that the name and password of the KeyStores will be
remembered so that the KeyStore to be reopened when launching the application,
without prompting you for the passwords of the KeyStores. The passwords are
stored in an encrypted way.

Although the "Fully Persist" option makes the application more friendly, use this option
with care and only when you are sure the machine is exclusively accessible by you;

CERTivity®'s Menus/Tool bar 13
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» Recent File list max size - sets the list maximum size for the most recently used files
(default 10);

* JRE CA KeyStore list max size - sets the list maximum size for JRE CA KeyStore list
(default 10);

» Defined KeyBoard shortcuts (use Keymap);
* Appearance options (use M scel | aneous).

3.7 Window Menu

Using Window menu, you can run the following IDE related actions:
¢ Cl ose w ndow,
e Maxi m ze w ndow,
¢ Unl ock wi ndow;
e U ose all docunents;
« Switch between opened docunents;

* Reset wi ndow.
3.8 Help Menu

The Help menu includes the following commands:
* Li cense - Allows installing a new license and viewing the installed license details;
e Hel p Cont ents - Access to CERTIvity Help;
e About - Provides minimal information about the application and system.

3.9 Contextual Menu

Each KeyStore entry or sub-component has a contextual menu associated with it. Items such
as rename and delete are commons to most entries, but for a clear picture all the available
actions are specified below depending on the entry.

» Certificate entry: Cut, Copy, Paste, Rename, Delete, Export Certificate, Export Public
Key;

@ D:/Edulibfcertivity/applicationftarget/certivity/doc/samples/keystore/JKS-KeyStore-sample. jks - CERTivity
Fle Edit KeyStore Signatures Yiew Tooks Window Help
=l = = ‘_aﬁ i & 4o
T G BHDE MEEX LS S i
9| Jk5-KeyStore-sample.jks = [ 7 PKCS12-Keystore-Sample,pl2 x[ 2 JCEKS-Keystore-Samplejce = l 7 BK3-KeyStore-Sample.bks x[ 9 UBER-KeyStore-Sample, ubr x} \Izl E] @
k!l Change KeyStore Password ¥ Wiew [ Convert KeyStore Type &g Generate Key Pair 5+ Generate Secret Key Qf; 551 Certificates Retriever 5'3’. Import Key Pair E Impart Certificate
Entry Name 4 Key Type Expire Date Last Madified Walidity
Cut
El jira RS54 4096 ¢ [9, 2033 5:28:49 PM Walid
opy
2y sampledsaverl DA 896 6, 2012 5:43:03 PM Mow 23, 2011 1:43:36 PM Walid
@ Private Key
E!ﬁ Certificates Chain Rename
(5] samplebsAverl Delste
(3 sampleDsavers Export »
Ay sampledsaver3 DA 51z List Options B |B, 2012 5:22:55 M Mo 23, 2011 1:43:4G PM Walid
Ay samplemdzrsaverl RSA 1024 Oct 26, 2012 5:11:34 PM Mo 23, 2011 1:44:02 PM Walid
-H' samplemdzrsaver3 R5A 1024 Oct 26, 2012 5:15:16 FM Mov 23, 2011 1:44:52 PM Walid
A9 samplemdSrsaverl R34 1024 MNaw 26, 2011 6;12;28 PM Mow 23, 2011 1:45:05 PM Expired
Ay samplemdSrsaverd R34 1050 Qck 28, 2012 5:15:59 PM Mow 23, 2011 1:45:16 PM Walid
Ay sampleshalrsaverl RSA 952 Oct 26, 2014 6:13:12 PM Mo 23, 2011 1:45:29 PM Walid
@9 sampleshalrsaver3 R34 1024 Qb 27, 2011 S22 P Mov 23, 2011 1:45:39 PM Expired
E secure.del.icio.us R34 1024 Jun 23, 2003 7:56:25 PM Ok 2¥, 2011 10:47:44 amM Expired
¢ 1>
Lower Case Aliases | 11 entries (3 certificates, 8 kew pairs, 0 secret keys), 1 selected

CERTivity®'s Menus/Tool bar
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« Key Pair entry: Cut, Copy, Paste, Rename, Delete, Change Password, Export Key
Pair, Export Private Key, Export Certificate Chain, Generate CSR File, Import CA Reply,
Extend Validity, Sign CSR file, Sign XML file, Sign PDF file, Sign JAR file;

File Edit KeyStore Signatures

?Elqg% E

4

Yiew Tools ‘Window Help

o B =k X

ok

3 g ._IS—*EI.%%?

fEduLib/certivity/applicationftargetfcertivity/doc/samples/keystore/JKS -KeyStore-sample. jks - CERTivity

2/ Ik5-keyStore-sample, jks x[ 7l PKCS12-KeyStore-Sample.pl2 xl i/ JCEKS-KeyStore-Sample joe xl 7/ BKS-KeyStore-Sample. bls x] 5/ UBER-KeyStore-Sample.ubr x] |II\E]@

5/ Change KeyStore Password {3 View | Convert KeyStore Type &y Generate Key Pair 5 Generate Secret Key %) S5 Certificates Retrisver % Import Key Pair 2] Import Certificate

Entry Name &

jira

B sampledsaverl

e Private Key

(& certificates Chain

A Private Key
-5 Certficates Chain
A samplemd2rsaverl
&y samplemdZrsaverd
Wy samplemdsrsaverl
g samplemndSrsavers
&y sampleshairsavert
@y sampleshalrsaverd
secure.del.icio.us

|~

Key Tyvpe

(5] digicert high assurance ev root ca RS54 2042

RSA 4096
D54 596

Copy

Rename
Delete

Change password

Export b
Generate CSR File

Impart CA Reply

Extend validity

Sign »

Expire Date

Jul 26, 2014 2:15:15FM

Mat 29, 2033 3:29:49 PM
Oct 26, 2012 5:43:03 PM

Oct 26, 2012 5:11:34 PM
Qck 26, 2012 5:15:16 PM
Feb 29, 2012 6:12:28 PM
Oct 26, 2012 5:15:59 PM
Qck 26, 2014 6:13:12 M
Qck 27, 2011 52112 PM
Jun 23, 2009 7:56:25 PM

Last Modified
Ock 27, 2011 10:47:24 amM
Qct 27, 2011 10:47:34 aM
Moy 23, 2011 1:43:36 PM

Mowv 23, 2011 1:44:02 PM
Mow 23, 2011 1:44:52 PM
Feb 27, 2012 5143144 PM
Mow 23, 2011 1:45:16 PM
Mow 23, 2011 1:45:29 PM
Mow 23, 2011 1:45:39 PM
Qck 27, 2011 10:47:44 4M

Validity
Walid
Walid
walid

walid

Walid

About ko expire
Walid

Walid

Expired
Expired

List Cptions »

Lower Case Aliases

11 entries {3 certificates, 8 key pairs, 0 secret kews), 1 selected

» Certificate Chain entry:Export Certificate Chain;

fcertivityfapplication/target/certivity/doc/samplesikeystore/JKS -KeyStore-sample.

3 E‘lqg%

File Edit KeyStore Signatures

View Tools  Window Help

@i 3 X

*

3 W?HHEQQT

- CERTivity

3/ Ik5-KeyStore-sample, ks x[ =) PRCS12-keyStore-5ample.pl2 xl 7/ JCEKS-KeyStore-Sample. jce xl i/ BRS-keyStare-5ample.bks x] ) UBER-KeyStaore-Sample, ubr x] |II\E]@

3 Change KeyStore Password 3] View [ Convert KeyStore Type -y Generate Key Pair - Generate SecrebKey %) SSL Certificates Retrisver %% Import Key Pair  [2] Import Certificate

Entry Name 4

G wa
My sampledsaverl
W Private Key
@[5 Certificates Chain
Ay sampledsaver3
ol Private Key

Ay samplemdzrsaverl

Ay samplemdzrsavers
A samplemdSrsaver]
Ay samplemdSrsaverd
Ay sampleshalrsaverl
Ay sampleshalrsaver
secure.delicio.us

<

Key Type

(] digicert high assurance ev roat ca R4 2045

R34 4036
D54 596

DsASlZ

Eq

xport Certificate Chain
List Options »

R34 1024
R34 1080
R34 952

RSA 1024
R34 1024

Expire Date
Jul 26, 2014 2:15:15 PM
Mar 29, 2033 3:29:49 PM
Oct 26, 2012 5:43:03 PM

Dk 26, 2012 5122155 PM

Ok 26, 2012 5:11:34 PM
Ok 26, 2012 5:15:16 PM
Mo 26, 2011 6:12:28 PM
ek 26, 2012 511559 PM
Ok 26, 2014 6113112 PM
Ok 27, 2011 5:21:12 PM
Jun 23, 2009 7:50:25 PM

Last Modified

Qb 27, 2011 10047124 M
Ock 27, 2011 10047134 AM
Mo 23, 2011 1:43:36 PM

Mow 23, 2011 1:43:45 PM

Mo 23, 2011 1:44:02 PM
Mo 23, 2011 1:44:52 PM
Mo 23, 2011 1:45:05 PM
Mow 23, 2011 12
Mow 23, 2011 1:
Mo 23, 2011 12
Qb 27, 2011 10047144 AM

validity
valid
Walid
Walid

Walid

Walid
Walid
Expired
Walid
Walid
Expired
Expired

Lower Case Aliases

11 entries (3 certificates, 8 key pairs, O secret keys), 0 selected

< Private Key entry:Export Private Key.

CERTivity®'s Menus/Tool bar
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T B @i B ik X

T 3 LIS_'@.§I%ﬁ

® D:/Edulib/certivity/application/target/certivity/doc/samples/keystore/JKS-KeyStore-sample. jks - CERTivity
File Edit KeyStore Signatures View Tools  Window Help

STz om

7/ JkS-KeyStore-sample. jks x] ) PECS12-KeyStore-Sample pl2 x[ 3 JCEKS-KeyStore-Sample.jce x[ 3 BkS-KeyStore-Sample.bks x[ 7 UBER-KeyStore-Sample. ubr x} \IZ|E]@

[ certificates Chain

% Change KeyStore Password {5 View [ Convert KeyStore Type - Generate Key Pair - Generate Secret Key ) SSL Certificates Retriever %% Import Key Pair  [2] Import Certificate

Entry Name 4 Key Type Expire Date Last Madified ity
G digicert high assurance ev rook ca RS54 2045 Jul 26, 2014 2:15:15PM Qb 27, 2011 10:47:24 AM alid
E jira R34 4056 Ifar 23, 2033 3:29:49 P Qck 27, 2011 10:47:34 4M walid
&y sampledsawerl DSA 396 Qct 26, 2012 5:43:03 PM Mow 23, 2011 1:43:36 PM walid

e— | | ]

List Options »

Ay sampledsaver3 ToRTTE Ock 26, 2012 5:22:55 PM Mow 23, 2011 1:43:43 PM walid
‘g@ Private Key

[ certificates Chain

Ay samplemd2rsaverl RSA 1024 Ock 26, 2012 511134 PM Mow 23, 2011 1:44:02 PM walid

Ay samplemdzrsaver RSA 1024 Ock 26, 2012 5:15:16 PM Mow 23, 2011 1:44:52 PM Walid

-B‘ samplemndSrsaver R5A 1024 Feb 29, 2012 6:12:28 PM Feb 27, 2012 5:43:44 PM About to expire

@9 samplemdSrsaver3 R34 1080 Qck 26, 2012 511559 PM Mow 23, 2011 1:45:16 PM alid

‘B' sampleshalrsaverl RSA 952 Qck 26, 2014 6113112 PM Mov 23, 2011 1:45:29 PM Walid

8-y sampleshalrsaverd R34 1024 Ock 27, 2011 5:21:12 PM Mow 23, 2011 1:45:39 PM Expired

G secure.del.icio,us R3A 1024 Jun 23, 2009 7:50:25 PM Qck 27, 2011 10:47:44 AM Expired

< 2

Lower Case Aliases | 11 entries (3 certificates, 8 key pairs, 0 secret keys), O selected

3.10 Toolbar

The Tools toolbar provides a quick method for invoking tools for using in the application. The
toolbar items are grouped in certain categories that can be disabled or enabled using the
Vi ew > Tool bar s menu option:

Icon Action

Category

Creates a new KeyStore.

Opens an existing KeyStore.

Opens an existing Certificate as Standalone. il
ile

Saves the active document.

Saves all documents.

Undo the last action, if possible.

- Undo/Redo
Redo allows commands that have previously been

undone with the Undo to be redone.

Removes the currently selected data from the active
document and put it on the clipboard.

Clipboard
Copies selected data onto the clipboard. phoar

b QEIRONT 2. M

CERTivity®'s Menus/Tool bar 16
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Inserts a copy of the clipboard contents at the insertion
point.

Changes the alias name for the KeyStore entry.

Edit
Deletes the KeyStore entry.
Changes the KeyStore password.
Converts the KeyStore type.
Generates a Key Pair.
Generates a Secret Key.
KeyStore

Retrieves Certificates from SSL.

Imports a Key Pair.

Imports a trusted Certificate.

There is also a memory usage toolbar icon showing the current memory and the current
maximum memory of the Java Heap. When clicking on it, you can force the garbage

collection.

Besides the main toolbar, the application provides a secondary toolbar on the KeyStore tab,

for quick access.

CERTivity®'s Menus/Tool bar

17



CERTivity

4. CERTivity®'s Certificates
4.1 Open Certificate

A Certificate embeds a public key belonging to an entity. It certifies the public key and all the
information via digitally signature of another entity (the issuer, e.g. - a person, company, etc.),
saying that the embedded public key (and some other information) belongs to the declared
entity (the subject) and has some specific value. That is why it is also called a Public Key
Certificate. The certificate is usually signed by a trusted Certification Authority (CA) or it can
be self signed.

CERTivity can handle X.509 certificates types, both version 1 and 3.

In order to open a standalone existing certificate, click on Menu File > Qpen > Qpen
Certificate. After the certificate file (with .cer or .crt extension) is selected, it will be
opened in a new tab which is named after the certificate's file name.

Most recently used certificates can be found using Menu File > Open Recent File.
A simple click on the desired certificate in the menu, will open the certificate in a new tab. If
the certificate has been already opened, the certificate's tab will be activated.
The following certificate details will be displayed:

e Format;

* Version;

¢ Serial Number;

< Validation date period;

e Public Key;

« Signature Algorithm;

* Subject / Issuer;

¢ Common Name (CN);

¢ Organization Unit (OU);

¢ Organization Name (O);

 Locality Name (L);

e State Name (ST);

e Country (C);

o Email (E);

* MDS5 Fingerprint;

e SHAL FingerPrint.

In the certificate window details the following actions are available:

» Test on custom protocol - which will open a new window for testing the certificate against
a TCP/IP connection;

e Get revocation status - which will open a new window for the revocation status;

< Open public key - which will complete the window with details about the public key
(algorithm, key size, modulus, public exponent, ASN.1);

« PEM - which will open a new window containing the PEM representation of the certificate;

CERTivity®'s Certificates 18
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e ASN.1 - which will open a new window containing the ASN.1 representation of the

certificate.

The details above, the actions and the display format are mostly the same when a Certificate
is visualized from a KeyStore tab, either as a KeyStore entry or as a KeyPair entry sub-
component, only that the information will appear in the Details Panel and depending on
the resolution it might be scrollable and the Public Key details will not be visible from the

beginning in the view from KeyStore, but rather after opening it.

@ delicious.cer - CERTivity
File Edit KeyStore Signatures

G @

JKSKeyStare-sample.jks  x

View Tools ‘Window Help

=) ]

Windows Root CA KeyStore  x El delicious.cer  x

CEX

G]E)

Q Test on custom protocol E iget revocation stakus

Format:

%.509

Serial Number:

0=5E162

Yalid From:

Public Key:
RSA 1024 bytes

23 Jun 06 19:56:25

Wersion: Subject: Issuer:
5 CMN=secure, del.icio.us, OU=Yahoo,0="ahoo! Inc.,L=5anta Clar @ OlU=Equifax Secure Certificate Authorit @
Common Mame (CK): | secure.del.icio.us Commaon Mame (CH):
@ Organization Unit (OU):  |¥ahoo Organization Unit (OU):  |Equifax Secure Cer
ta:
- (rganization Wame {0} | Yahoo! Inc. ©rganization Mame (O);  |Equifax
23 Jun 09 19:56:25
Locality Mame €L):  |Santa Clara Locality Mame {L):
State Mame (5T): | California State Mamne (ST):
Country () |US Counkry (C): |US

Signature Algorithm:

SHALwithRSA

MDS Fingerprint:

SHAL Fingerprint:

Email (E):

§0:300A1:07:51:01:27:23:07:AD:29:C5: DE: 2C: 70: 5E

8C:28156:98:7FiD6:57:35:EB:26:01 1 B0: C8:78:EB:07:57:36:DC: /D

Email {E):

B ®

Public Key details

Algarithm:
R5A

Fields:

Modulus
Public Exponent

Key Sizet
1024

Ox33ED21757ER2 79444 2600064250071 DACARFEEFDER?20AEES19ECA
DF76ECDE075028828A0AC9ES1DSCA56F0R03E337CAEBEFFFZ378E5592
DEIZE1395298000A6777889351FDSERETO0ADENEC4335FAARFES4ZAGOBCE
4782 TEAF3C7EEDCOFEEICAFARF3E387DADCEADESE113F7ARZS0A0ZFOT
BECAOEZ2001ACEZET7I603F17A44EFEZE

A5, 1

DER Sequence

DER Secuence
ObjectIdentifier (1. z. 840.113549. 1 1.1}
HULL

DER Eit String[ld0, 0]
30818902818100995d31797eba794a43600d6438
15ecadf76ecd5075028898a0ac92 9149956 090
121395298000a677788951 fd5eb708d502 4938
c755dc0 £6bIcE fa8 £38387d9de58dbIB113 fTae]

E03£17a44E£E5Z50Z03010001

Note

You can use certificates examples provided in the distribution kit in doc/ sanpl es/
certificat e folder, to test the certificates features.

4.2 Get Revocation Status for a Certificate

Checking certificates for revocation excludes the possibility that an application or user
will accept credentials that have been revoked by a Certification Authority administrator.
A certificate is considered valid until its expiration date. However, various circumstances
may cause a certificate to become invalid prior to the expiration of the validity period.
Such circumstances include change of name, change of association between subject and
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Certification Authority and compromise or suspected compromise of the corresponding
private key. Under such circumstances, the issuing Certification Authority needs to revoke
the certificate. In order to get the revocation status of a certificate, open the certificate (click
onMenu File > Open > Open Certificate)andclickonGet revocation status
button.

Get CRL Revocation Status §|

Certificate Revocation Lisk Source:

() Use inFormation From certificate extensions

() Use File:

() Use URL:

(] 4 H Zancel H Help

When checking the revocation status of a certificate, the following situations may be found:
* The certificate has been revoked;
* The certificate has not been revoked,;
* No revocation information found,;
« Invalid revocation information found,;
« An error was encountered while trying to retrieve the revocation status of the certificate.

@ Information §|

1
\J) The certificate has not been revaked.

4.3 Test Certificate on Custom Protocol

In order to test or use a certificate against a certain TCP/IP raw text connection, you have to
open it first (click on Menu File > Open > Open Certifi cate). After the certificate is
opened, click on Test on cust om pr ot ocol on top of the page.

This action will open a new top component window (named "Test Certificate Window"),
containing the details needed for testing the certificate. The name of the tested certificate will
be written in the "Currently used certificate" field. The certificate can be changed from a file
chooser by clicking on Br owse button.

This functionality is also available for a certificate that is part of a KeyStore.

In order to use the certificate for the secure connection, the following server connection
details must be filled in:

* server name;
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* server port;
e connection type;
 secure connection type;

« the charset used for the request;

 client authentication (KeyStore file - can be chosen using Br owse button; KeyStore
password; key pair password, alias). If a Private Key alias will not be provided the default
Java selection behaviour of the private key from the provided KeyStore will be used.

The connection to the server can be initiated, closed or upgraded using the corresponding
buttons on the page - the buttons changed their state accordingly.

The test window has other three areas for:

« request details area - the location where will be introduced the specific request details.
A request will be sent to the server only after clicking on Send r equest button. Note
that some protocols require line terminators for delimiting the requests. These should be
added manually and the button Send Request must still be pressed.

e response area - where the response from the server will be displayed;

e SSL communication information area - where SSL information will be displayed.

@ Test Certificate Window - CERTjivity

Wigw Tools wWindow Help

¢ Oy [ iEh

File Edit KeyStore Signatures

4 Elrﬂﬂ-::”

il

.ojce | |3 BKS-KeyStore-5ample. bks x] 7/ UBER-KeyStare-5ample.ubr xl@jira.cer x | [ Test Certificate Window x|

27,6/63|0MB)

KIRIRIE

Currently used certificate: |cn Cert Signing Autharity

‘ [ Browse ]

Server connection detals:

Response:

Connecting to server: ‘]lra.eduhb.ro

| onport: 443

(%) Secure

Connection bype:

Character set far request: |System Default v|

() Upgradeable plain
Secure connection type: (8 53L (O TLS [] use client authentication

Client authentication

Connect ko server

Request details:

Request

55L comunication information:

=»> Initializing connection. .. =
==» Connecting to jira.edulib.ro: 443,

==» Connection established to jira.edulib.ro:443,

=»> Handshake completed successfully,

[WERBOSE]: Handshake Information Follows...
Cipher Suite inuse is:
55L_RSA_WITH_RC4_128_MDS,

Mo lacal principal was sent to the peer during
handshaking.

The identity of the peer (peer principal) which was
established as part of defining the session is: v
Verbose =
v
. ®, .
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You can also test connections that starts on plain and then upgrades to SSL. For example
testing a STARTTLS connection type for a SMTP server would be done according to the
following scenario:

1. Configure server connection details;

2. Select Connection type to be Upgradeable plain. Configure client authentication
details if necessary;

3.Press Connect to Server;

4. Start the handshaking plain messaging by issuing the necessary text commands.
Don't forget to add the line terminators before pressing Send r equest ;

5. Empty the request window (e.g. select all with Ctr| +A and write STARTTLS and
press Ent er, then Send request;

6. If the server responds with 220 2.0.0 Ready to start TLS or similar press
Upgrade Connection. The connection will be switched to secure and the certificate
provided will be used for this;

7. Continue messaging on the secured connection.

4.4 Certificate's Representations

4.4.1 PEM

When opening an existent certificate, you can see two representations for the certificate:
* PEM;
« ASN.1.

PEM (Privacy Enhanced Mail) Base64 encoded DER certificate, enclosed between "-----
BEGIN CERTIFICATE-----" and "-----END CERTIFICATE-----". In order to see the PEM
representation for an existing certificate, open the certificate (click on Menu Fil e > Open
> Open Certificate)and click on PEMbutton.

You can copy the content of the PEM certificate representation by clicking on Copy button.
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@ Certificate PEM Representation E|

MITHPTCCESWgAwIEAGIBADANE gk qhk 1 GSwOBAQOFADE SI
IENEMRAwHAYDVOQLEx Vo dHRw018vd3d3 LunNhY 2VydC Sve:
IENlcnQgU2lnbnlusyBEEdRob3JpdHk=x ITAfEgk qhk 1G9
YEF)ZXI0lnoyviche Fulut=izM=iw M) ISND laFul=MzizN
BEgNVEBACTELIvb30gQ0ExH) AcEgNYEA=TFIThOAdHAG Lv23d
MCAGAITUEAMZQ0EgQ2VydCBTalduallsnIEFL dGhwenl 0’
APTEcFVweFydEE TNl cnQub 30 nMITICT J ANEB gk qhlei G5
CogRCAGEARILAARZSYDToEICWEqaz0IxLETtuPeHlawl2 2
SELPRoZzY¥LdufujAlGSuzbhCcRReHY /pnfujWorS+55]ES
ZWTyN3LE9w] xS 1Ye Y TnD 1 7gqPwdcoRJEFIvGhFtk Zipog
fk1MpRP e i ng<EQRSY Y CUF 2w ) ARL L1 PACEqu3ZWi¥T
W2tE1PGweswlWyCRYBYCEoS8veRc T SNDHE SACMEEAT ZuFa
FEYO0E3/THIJeEVarCRvz0FErFllnyZxnhCLotLdddrae
epEulpUeb+agRThHytdB TUgSEvh KGA0EDy? ¥ ChZZ 160K /
laequl3TpfvbilEinbhLDvhGHLIGE1SZ4r 5DTii8aPShOIT »
< >

[ Copy ][ Close ][ Help ]

4.4.2 ASN.1

Abstract Syntax Notation One (ASN.1) is a standard and flexible notation that describes data
structures for representing, encoding, transmitting, and decoding data. DER(Distinguished
Encoding Rules) is a subset of Basic Encoding Rules (BER) is used in situations when a
unique encoding is needed, such as in cryptography and ensures that a data structure that
needs to be digitally signed produces a unique serialized representation.

In order to see the ASN.1 representation for an existing certificate, open the certificate (click
on Menu File > Open > Open Certificate)and click on ASN. 1 button. You can
copy the content of the ASN.1 certificate representation by clicking on Copy button.
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@ Certificate ASN.1 Dump

(>

DEER. Sedquence
DER Zedquence
Tagged [0]
Integer(Z)
Integer (0]
DER Sedquence
ObjectIdentifier(l.2.540.11354%.1.1.4)
NULL
DEER. Sedquence
DEER Set
DEE. Sedquence
ObjectIdentifieri2.5.4.10)
Printahleftring(Root Ch)
DER Zet
DER Sedquence
ObjectIdentifier(2.5.4.11)
Printablel3tringihttp: //wg. cacs

DER Set b
r | >

[ Copy ]I Close ][ Help ]

X

4.5 Certificate's Public Key

In order to see more detail information about a certificate's public key, open the certificate
(clickon Menu File > Open > Open Certificate)and click on Open button located
near the Publ i ¢ key field. The public key details will be displayed in the bottom part of

window. There you can find information about:
« algorithm;
e key size;
¢ ASN.1;
¢ modulus;

* public exponent.

CERTNHy®sCenmCMes

24



CERTivity

5. CERTivity®'s KeyStore

5.1 KeyStores Capabilities

A KeyStore is a protected database of cryptographic keys - private, public, secret. Private
keys in a KeyStore have a certificate chain associated with them, which authenticates the
corresponding public key - together they form a Key Pair entry - you cannot have just a
private key by its own. On the other hand a KeyStore can contain just the certificates from
trusted entities.

A Certificate embeds a public key belonging to an entity. It certifies the public key and all the
information via digitally signature of another entity (the issuer, e.g. - a person, company, etc.),
saying that the embedded public key (and some other information) belongs to the declared
entity (the subject) and has some specific value. That is why it is also called a Public Key
Certificate. The certificate is usually signed by a trusted Certification Authority (CA) or it can
be self signed.

CERTivity can handle X.509 certificates types, both version 1 and 3.

Besides KeyPair and Certificate entries (asymmetric keys) some types of KeyStores can
store Secret Keys (symmetric keys) as well.

Hence a KeyStore is a protected collection of KeyPair, Certificate and Secret Keys entries
and each such entry is addressable via an unique alias or entry name. KeyStores are stored
according to their standards and they are protected by a general password while the Private
Keys and Secret Keys are protected by different individual passwords.

CERTivity asks for these passwords when operations are requiring access to the keys. Once
a Private key or Secret Key is unlocked it will stay unlocked while the KeyStore is loaded.

CERTIivity can manage the following KeyStore types - their main capabilities according to
their standard are described below.

Table 5.1. KeyStores capabilities

Keystore type |Keystore Supports Aliases  Case|Provider
password Secret Key Sensitive
protection
jks - Java|Yes No No - use lower|Default JCE
KeyStore case
(Oracle's
KeyStore format)
pkcsl12 - Public-|Yes (for|No Half - Case|Bouncy Castle
Key password that is aware

Cryptography greater than 7
Standards #12|characters, you
KeyStore (RSA'simay need to

Personal download and
Information install the Java
Exchange Cryptography
Syntax Extension (JCE)
Standard) Unlimited
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Keystore type |Keystore Supports Aliases  Case|Provider
password Secret Key Sensitive
protection
Strength
Jurisdiction
Policy Files)
jceks - Java|Yes Yes No - use lower|Default JCE
Cryptography case
Extension

KeyStore (More
secure version of
JKS)

bks - Bouncy|Yes. Note the|Yes Yes Bouncy Castle
Castle KeyStore|empty string
(Bouncy Castle's| (") universal
version of JKS); |password. If
the KeyStore is
unlocked using
the universal
password, and
if the password
is not changed
until saving the
KeyStore, the
empty string will
be set as
the KeyStore
password when
saving.

uber - Bouncy|Yes Yes Yes Bouncy Castle
Castle UBER
KeyStore (More
secure version of

BKS)

Windows Root|Yes No Yes Default JCE

CA (on Oracle -
SUnMSCAPI)

Windows User |Yes Yes Yes Default JCE
(on Oracle -
SunMSCAPI)

Please note that PKCS12 KeyStores have no password protection for their key pair entries.

"Case aware" means that an alias can be defined both with low case and upper case, will be
saved as this, but there cannot be two aliasses which differ just by the case of their letters.

Working with Windows Root CA KeyStore and Windows User KeyStore are available only on
Windows platform and additional confirmation and warning panels will be displayed by the
Windows system when installing, deleting, renaming a KeyStore entry. Hence, the second
confirmation dialogs are not under the control of CERTivity application.
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The BKS type of KeyStore allows for being accessed both with the KeyStore password,
as well as with the empty string password - this is not under the control of the CERTivity
application .

Note

You can use KeyStore examples provided in the distribution kit in the folder doc/
sanpl es/ keyst or e, to test the KeyStore features.

5.2 KeyStore Interface Organization

The KeyStore Interface contains two main sections:
« Tree Table panel allowing the navigation between the entries;

 Details Panel for visualizing the current selection.

The tree table contains the following sortable columns:
e entry name - e.g. the name of the certificate, the name of the key pair;
« key type - e.g. RSA 2048, DSA 512 (the type of the key pair or of the certificate);

e expire date - the expiration date of the certificate or key pair - e.g. 26.10.2011 17:43:03
(DD.MM.YYYY HH:MM:SS);

* last modified - the date of the last modification of the certificate or key pair - e.g.
26.10.2011 17:43:03 (DD.MM.YYYY HH:MM:SS);

« validity - the status of the entry (e.g. - valid, expired, about to expire);

Each entry type has a specific icon.

Certificate entry.

Certificate Chain entry.

Unlocked Key Pair entry.

Locked Key Pair entry.

Unlocked private key entry.

Locked private key entry.

Public key entry.

Certificate Extensions entry.

Unlocked Secret Key entry.

3 dH e B
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o Locked Secret Key entry.

After selecting a KeyStore entry, when clicking on the right button of the mouse, you
can use the contextual menu. More details about the contextual menus are available in
CERTi vity's Menus/ Tool bar/ Cont extual menu.

The Details Panel is a polymorphic panel, changing according to the current selection type.
Using the Details Panel section, you can get more details about the selected entry:

« for certificate entry, you can view Certificate details;

« for key pair entry, you can see the Private Key details and also Certificate Chain details;

« for certificate chain entry, you can see Certificate Chain details where you can select a
certificate and see its detalils;

« for Public Key entry, you can see Public Key details like ASN.1, algorithm, key size;

« for Private Key entry, you can see Private Key details like ASN.1, algorithm, key size.

The Details Panel can be minimized and maximized, by clicking on the top right corner button
of the panel.

5.3 Create a New KeyStore

In order to create a new KeyStore, clickon Menu Fi |l e > New KeySt or e or use the default
keyboard shortcut CTRL+N. A new window for the new created KeyStore will be opened.
The Create New KeyStore File dialog is more complex than in a standard MDI application,
because there are more settings to be bound from the beginning such as the KeyStore
password and type. Protection being an important factor it is important to bind the KeyStore
file name with the password from the beginning.

The available KeyStore types are:

 jks - Java KeyStore (Oracle's KeyStore format);

* pkecsl2 - Public-Key Cryptography Standards #12 KeyStore (RSA's Personal Information
Exchange Syntax Standard);

 jceks - Java Cryptography Extension KeyStore (More secure version of JKS);

* bks - Bouncy Castle KeyStore (Bouncy Castle's version of JKS);

 uber - Bouncy Castle UBER KeyStore (More secure version of BKS).
When creating (and in general handling) a pkcs12 or a uber type KeyStore, longer passwords
either for the KeyStore of the KeyPairs requires that you have the Java Cryptography
Extension (JCE) Unlimited Strength Jurisdiction Policy Files installed. If you are not allowed to
install it then you will need to use smaller passwords (e.g. maximum 7 characters). Otherwise

you may encounter "lllegal Key Size" errors when accessing pkcs12 or uber files or keys
inside them.

Note

This is a matter of import control restrictions in most of the countries and is not related
to technical reasons.
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ndaws Root CA KeyStore - CERTivi - o]
Flle Edt KeyStore Signatures Wiew Tools Window Help
= = o = 2 & T W !
TG 0% DX i Xl e Y
3/ Windows Root CA KeyStors x| [5] delicious.cer x | |5 UBER-KeyStore-Sample.ubr x| (D 3] =]
3/ Change KeyStore Passward |5 View | Convert KeyStore Type  ®-y Generate Key Pair s Generate Secret Key ¥ SSL Certificates Retriever %% Impart Key Pair  [3] Import Certificate
Entry Name 4 Key Tvpe Expire Dats Last Modified validity
A
% @ Create New KeyStare File (57(‘ ]
&l Savaiin: | () keystore v BsER
% Y BKS-KeyStore-Sample. ks KeyStare bype:
i & 5 ICEKS-KeyStore-Sample.jce New KeyStore Type: | 3
- My Recent JKS-KeyStare-sample.jls
-3 Documents |93 prcs12-keystare-Sample.pl2 Password For new KeySokes12
& — 53 PKCS1 2-arge-password.pl 2 iceks
& [ UBER-Keystare-Sample.ubr - lbks L
ntes
8] Deskiop uber
@ Enter Password: | ]
- & J Retyps Password: | ]
% My Documents
“E ] My Computer
8] My Metwork
a Places
uE| Fils rame: | | [ ]
% Files of type: \Keysture Files (*.ks; *.jks; *.jce; *.p12; *.pfx; *.bks; *.ubr; * keystore) V| [ Cancel ]
G DT RootCa X2 RSA 2046 Hov 28, 2006 12:46:16 AM Feb 6, 2012 11:44:51 &AM Expired
- G DST-Entrust GTI CA RSA 1024 Dec 9, 2018 3:32:24 AM Feb 6, 2012 11:44:51 &M walid
- [E pstcaEt RSA 1024 Dec 10, 2018 9:40:23 PM Feb 6, 2012 11:44:51 AM walid
- (3 pstcake R5A 1024 Dec 9, 2018 10:47:25 PM Feb 6, 2012 11:44:51 AM walid
(5] Deutsche Telekom Root Ca 1 RSA 1024 ul10, 2019 2:59:00 AM Feb 6, 2012 11:44:51 AM walid
e P ST PPy 1110 AnLA Aernan An FoL e Anaatiaardam Lot ]
L4 | 2
Case Sensiive fliases | 120 entries (120 certificates, 0 key pairs, 0 secret keys), O selected

5.4 Open an Existing KeyStore

In order to open an existing KeyStore, click on Menu Fil e > Qpen > Open KeySt or e or
use the default keyboard shortcut CTRL+Q. A file chooser dialog box will be opened in order
to select the desired KeyStore. The supported files have the following default extensions:
.ks; .jks; .jce; .pl2; .pfx; .bks; .ubr; .keystore.

After selecting the KeyStore file, the KeyStore password is required.

Most recently used KeyStores can be found using Menu File > Open Recent File.
A simple click on the desired KeyStore in the menu, will open the KeyStore in a new tab. If
the KeyStore has been already opened, the KeyStore's tab will be activated. The keystore's
password is required only in the "Persist only KeyStore file name" mode.

Note

You can see a sample of :

« jks KeyStore type in the sanpl es directory: doc/ sanpl es/ keyst or e/ JKS-
KeySt or e- sanpl e. j ks;

e pkcsl2 KeyStore type in the sanpl es directory: doc/ sanpl es/ keyst or e/
PKCS12- Key St or e- Sanpl e. pl2;

« jceks KeyStore type in the sanpl es directory:doc/ sanpl es/ keyst or e/
JCEKS- KeySt or e- Sanpl e. j ce;

« bks KeyStore type in the sanpl es directory: doc/ sanpl es/ keyst or e/ BKS-
KeySt or e- Sanpl e. bks;
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e uber KeyStore type in the sanpl es directory: doc/ sanpl es/ keyst or e/
UBER- Key St or e- Sanpl e. ubr.

5.5 Open JREs CA KeyStores

An efficient way to open CA KeyStores (TrustStores) of the JREs on the current system is
touse Menu File > Open > Open JRE CA KeyStore. There you have a list of the
CA Truststores discovered on your system. The discovery of the JREs is done by compiling
a list of paths in the following way:

« The Java property ${j ava. hone} of the JRE CERTIivity started with;
* The system environment variables JAVA HOVE and JRE_HOVE;

« For Windows platforms searching the installed Java JDKs and JREs in the Windows
registry;

< For Unix and Mac we are looking for traditional Java intalation directories such as/ usr/
j ava for Unix, / usr/li b/ j vmfor Linux (Debian, RedHat) and for Mac / Li br ary/
Javal/ Hone/ ,/ Systent Li brary/ Java/ JavaVi rt ual Machi nes/ . Varios patterns
are then used.

You can select a KeyStore from the TrustStore list discovered by CERTIivity on your system,
or you can select another one by using Menu File > Open > Open JRE CA KeyStore
> O her. .. menuitem. In this menu item you have to select the JDK's or JRE's home path,
and CERTivity will open the Truststore for you. This new selected Truststore will be added to
the menu list, so you will not have to make the selection steps again next time. The maximum
list size of JREs CA Keystore can be setinthe Tool s > Opti ons menu.

Before opening the selected JRE CA KeyStore CERTiIvity will ask for its password. The
password depends on the JRE distribution, but generally it has a well known default -
changei t.

5.6 KeyStore Persistence (Reloading opened KeyStores)

CERTivity® offers KeyStore persistence between runs by remembering the KeyStores which
are opened at the time the application exits. If the KeyStores are not closed before exiting
the application, their names and locations are remembered so that on the next launch they
will be reloaded (if the KeyStore files still exist, and they can be loaded). When reloading
the KeyStores, you can set CERTivity® to either ask you for the password of each KeyStore
when each KeyStore tab is selected for the first time, or, you can set it to remember the
passwords of each KeyStore as well, so that you won't be prompted for them. All passwords
will be encrypted to increase safety.

Although the full persistence option (remembering the KeyStore name and encrypted
password) makes the application more friendly we are not recommending the full persistence,
unless you are sure the machine is exclusively accessible by you. Otherwise, it is
recommended to use the option which only remembers the name and location of each
KeyStore.

To change the persistence type, click on Menu Tool s > Options or use the default
keyboard shortcut ALT+T+Q. The preferences dialog will be opened. Inthe Certi fi cat es
Opt i ons tab, look for the field Key St or e per si st ence. This field has a combo list which
allows you to select one of the following two options:

« Fully persist (file name & encrypted password) - this is the default value when starting
CERTivity® for the first time. When this option is selected, the application will save both
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the KeyStore name and the encrypted password of each KeyStore which is opened
when exiting the application. This is not recommended if the machine is not exclusively
accessed by you.

Persist only KeyStore file name (without password) - When this option is selected, the
application will only save the name and location of the KeyStore file, and you will be
prompted to enter the password for each KeyStore which was previously opened when
selecting the KeyStore tab for the first time after launching the application.

The KeyStore is not loaded until you provide the correct password. If you enter a wrong
password, you will be prompted to enter the password again. Also, if the file of the
KeyStore has become corrupted since the last run, you will be informed regarding the
issue. If you choose to cancel entering a password, the KeyStore tab will be closed, and
the KeyStore will not be remembered for opening on the next launch anymore.

Changing the KeyStore persistence type will only take effect when clicking on OK on the
preferences dialog. If the dialog is closed otherwise, the new selected persistence type will
be disregarded.

Note

When changing from a lower level of persistence (from "Persist only KeyStore file
name" option) to a higher level of persistency (Fully persist option), if you have
KeyStores which have not yet been unlocked (for which you have not yet entered
the password), and you still do not enter the password before exiting the application,
on the next run, you will still be prompted to enter the passwords for the KeyStores
for which you did not provide them when having the previous level of persistency.

A screenshot showing the dialog which prompts you to enter a password for opening the
KeyStore when the application is launched, can be seen below:

o

&3

Password For "DiAEduLiblcertivicyt applicationitargeticertivitwidocisamplesikeystore! IK3-Key Store-sample. jks™:

5.7 Open Microsoft Windows KeyStores

These operations are functional only on Microsoft Windows platforms. The Windows system
native KeyStores are opened and similar visualising and editing actions can be performed
on these KeyStores with some limitations:

Private Key Fields are not available for inspecting;
DSA KeyPairs cannot be generated,;

KeyPairs cannot be exported or copied;

Private Keys cannot be exported;

Undo/Redo functionality is not available due to the fact that all the actions are persistent,
no save is needed, and so, it is possible that the KeyStore gets modified from outside
between undo and redo, and then the behavior may be unexpected.

Especially for the Root KeyStore a native confirmation dialog will also appear for editing
actions. This is not under the control of CERTivity. It is advisable to do the same logical
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5.7.1 Open

5.7.2 Open

confirmation both in the CERTivity confirmation dialog as well as in the Windows native one.
As these are the Operating System KeyStores take care when editing, especially for the
Root CA KeyStore. For example when renaming a certificate entry (key pairs can not be
renamed), there are 2 native popups appearing: First to confirm deleting of the certificate, and
the second to confirm the import of the certificate with the new alias. If on the delete dialog
"YES" is selected and on the import dialog "NO" is selected, then the node gets deleted.
There is no way to recover the node back.

Due to a JRE 1.6 64-bit distribution limitation opening the Windows KeyStores is not
functional on Microsoft Windows 64-bits Releases. JRE 1.7 resolves this issue, as well as
using a 32-hit distribution of JRE 1.6. For this reason the bundled CERTivity setup is using
the 32-bit distribution of JRE 1.6 also for Windows 64-bits platforms.

Windows Root KeyStore
The Windows-ROOT KeyStore contains all root CA certificates trusted by the machine.

In order to open the Windows Root KeyStore, click on Menu File > Open > Qpen
W ndows Root CA KeyStore. A new tab will be opened containing the Windows Root
KeyStore entries.

Native confirmation dialogs will be displayed upon, adding, deleting.

If you want to add an entry, but the current KeyStore already contains an entry with the
same SHAL1 fingerprint, you will have to choose to overwrite the old entry or not because
Windows Root CA KeyStore do not allow more entries with the same content. The operating
system, will ask for a confirmation of deleting the entry from the Root Store and also a Security
Warning from the operating system will be displayed, informing about the installing of a new
entry.

Windows User KeyStore

This operation is functional only on Microsoft Windows platforms. In order to open Windows
User KeyStore, clickon Menu File > Open > Open W ndows User KeyStore.Anew
tab will be opened containing the Windows User KeyStore entries.

Due to a JRE 1.6 64-bit distribution limitation opening the Windows KeyStores is not
functional on Microsoft Windows 64-bits Releases. JRE 1.7 resolves this issue, as well as
using a 32-hit distribution of JRE 1.6. For this reason the bundled CERTivity setup is using
the 32-bit distribution of JRE 1.6.

5.8 Change KeyStore Password

In order to change a KeyStore password, open the desired KeyStore (Menu Fil e > Qpen
> (Open KeySt or e) and click on "Change KeyStore password" or use the toolbar

+
A new dialog will be opened, for entering the new password. The password must be retyped.
In case of error the message "Ent er ed passwords do not mat ch” will appear.

A screenshot for the Change KeyStore Password action can be seen below:
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._C:!edulih projlcertificate/samples/KeyStoreSample/JCEKS -KeyStore-Sample. jce - CERTivity
File Edit KeyStore Signatures Wiew Tools Window Help

TG ORDE X BE EX YRS

) windows Root CA KeyStore x| (5] delicious cer x| (7) UBER-KeyStore-Sample ubr x | |3 JCEKS-KeyStore-Sample.jee x| KID2]E)]

3/ Change KeyStore Password  {) View [ Convert KeyStore Type & Generate Key Pair -+ Generate Secret Key Qﬁ. 55L Certificates Retriever aﬁ Import Key Pair E Impork Certificate |

Entry Name 4

gk aes-secrethey
gk arcfour-secretkey

g blowfish-secretkey

ik des-secretkey
sk desede-secretkey

s hmacmdS-secretkey
gk hmacshal -secretkey
g hmacshal2Se-secretkey
-5k hmacsha3gd-secretkey
gk hmacshaS12-secretkey

El jira

gk re2-secretkey
g sampledsaverl
-y sampledsaver3
@ samplemd2rsaverl
g samplemdersaverd
Moy samplemdSrsaver 1
@y samplemdSrsaver3
g sampleshalrsaverl
-8y sampleshalrsaverd

El serure.del.ido,us

S

El digicert high assurance ev root

2

Key Type
Secretkey
Secretkey
SecretKey
Secretkey
Secretkey
R3SA 2045
Secretkey
Secretkey
Secretey
Secretkey
Secretkey
RSA 4096
Secretkey
D3A 396
D3ASLZ
R3A 1024
R3A 1024
RSA 1024
R3A 1080
R3A 952
RSA 1024
R3A 1024

Expire Date

26.07.2014 21:15:15

® Enter Password

Enter a password For JCEKS-KeyStore-Sample. jce:

Last Modified Validity

27.10.2011 1059018

27.10,2011 11:05:08

27.10.2011 11:05:20

27.10.2011 11:06:03

27.10.2011 11:06:16

27.10.2011 10:49:39 “walid
gl cr 10,2011 11:06:28
g 27.10.2011 11:06:38

27.10.2011 11:06:49

Enter Password: “

‘ 27.10.2011 11:06:59

27,10,2011 11:07:10

Retype Password: ‘

‘ 27.10.2011 10:49:39 “walid

26.10.2012 1722155
26,10,2012 17:11:34
26.10.2012 17:15:16
26.11.2011 17:12:28
26,10,2012 17:15:53
26.10.2004 17:13:12
27.10.2011 17:21:12
23,06,2009 19:56:25

27.10.2011 110722

27.10.2011 15:52:49 “walid
27.10.2011 19:52:38 “walid
27102011 15:52:38 Walid
27.10.2011 15:52:38 “walid
27.10,2011 15:52:38 About to expire
27102011 15:52:38 Walid
27.10.2011 15:52:38 “walid
27.10.2011 15:52:38 Expired
27.10,2011 10:49:39 Expired

Lower Case pliases | 22 entries (3 certificates, 8 key pairs, 11 secret keys), O selected

5.9 View / Convert KeyStore Type

In order to view / convert a KeyStore type, click on Vi ew / Convert KeyStore type of
the opened KeyStore window. The available KeyStore types are:

« jks - Java KeyStore (Oracle's KeyStore format);

* pkcsl2 - Public-Key Cryptography Standards #12 KeyStore (RSA's Personal Information
Exchange Syntax Standard);

« jceks - Java Cryptography Extension KeyStore (More secure version of JKS);

* bks - Bouncy Castle KeyStore (Bouncy Castle's version of JKS);

 uber - Bouncy Castle UBER KeyStore (More secure version of BKS).

After selecting the new desired KeyStore type, click on Change t ype button.

For converting the KeyStore type all passwords for key pairs and secret keys are needed!

A screenshot for the change KeyStore password action can be seen below:
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._C:.fedulih projlcertificate/samples/KeyStoreSample/JCEKS -KeyStore-Sample. jee - CERTivity

File Edit KeyStore Signatures Wiew Toaols ‘Window Help

1Y TR

5 Windows Rook CAKeyStore x| (5] delifous.cer  x | (5] UBER-KeyStore-Sample.ubr  x | 5 JCEKS-KeyStore-Sample.jce x| [PEE

) Change KeyStore Password ¥ 5] iew [ Convert KeyStore Type @ . Generate Key Pair 5 Generate Secret Key g}‘ 551 Certificates Retriever ﬂ}. Import Key Pair El Import Certificate |

Entry Name & Key Type Expire Date: Last Modified Validity
sk aes-secrethkey Secretkey Z27.10.2011 10:59:18

e arcFaur-secretkey Secretkey 27.10.2011 11:05:08

gk blowfish-secretkey Secretkey 27.10.2011 11:05:20
sk des-secrethey Secretkey 27.10.2011 11:06:03

e desede-secretkey Secretkey 27.10.2011 11:06: 16
-- digicert high assurance ev root Ro8 2045 26.07.2014 21:15:15 27.10.2011 10:49:39 Walid

EaE7 10,2011 11:06:25
=7 10,2011 11:06:35

g hmarmdS-serretkey Secretkey [ ] KeyStore type

KeyStaore bype:
ik hmacsha2Sé-secretkey Secretkey _
3 _cs
gk hmacsha3a4-secratkey Secretkey (ClE (=it T L

--igk hmacshaS12-secretkey Secretkey Hew KeyStare Type: v

~-igk hmacshal-secretkey Secretkey
7. 10,2011 11:06:49
f7.10.2011 11:06:59
F7.10.2011 11:07:10

El jira Fom s For conwerting the KeyStore type all passwards For key pairs o e el
Sk pZ-secretkey Secretkey and secret keys are needed. b7.10.2011 11:07:22
Aoy sampledsaverl D54 596 f7.10.2011 15:52:49 Walid
-y sampladsaverd DS54 512 Change type l [ Cancel } I Help b7.10.2011 15:52:368 valid
@9 samplemdzrsaverl R34 1024 710,201 15:52:38 Walid
By samplemd2rsaverd R5A 1024 26.,10,2012 1711516 27.10.2011 15:52:38 Yalid
-E‘ samplemdSrsaverl R5A 1024 26.11.2011 17:12:28 27.10.2011 15:52:536 About to expire
@ samplemdSesavers R54 1080 26,10,2012 17:15:59 27.10.2011 15:52:38 Yalid
By sampleshalrsaverl R5A 952 26,10,2014 1M13:12 27.10.2011 15:52:38 Yalid
-E‘ sampleshalrsaverd R5A 1024 27102011 1721012 27.10.2011 15:52:536 Expired
.. secure, delicio,us R34 1024 23.06,2009 19:56:25 Z7.10.2011 10:49:39 Expired
< |

Lower Case Aliases | 22 entries (3 certificates, & key pairs, 11 secret keys), 0 selected

Note

When converting to a pkcs12 KeyStore type, the KeyStore password and the entry
passwords will be lost (because the pkcs12 has no passwords.

When converting from pkcsl2 to any other KeyStore type, passwords will be
required.

Note

In uber KeyStore type the alias name is case sensitive.
5.10 View Certificate Details

From the KeyStore window, you can view specific details for the selected certificate in
the Details Panel. The following certificate details will be displayed, similar to opening a
standalone certificate:

* Format;

* Version;

» Serial Number;

« Validation date period;
e Public Key;

» Extensions;

< Signature Algorithm;
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Subiject / issuer;
Common Name (CN);
Organization Unit (OU);
Organization Name (O);
Locality Name (L);
State Name (ST);
Country (C);

Email (E);

MD5 Fingerprint;

SHA1 FingerPrint.

The certificate details part of the KeyStore window contains also the following actions
available:

Test on custom protocol - which will open a new window for testing the certificate;
Get revocation status - which will open a new window for the revocation status;

Open Public Key - which will position the TreeTable on the Public Key node under the
Certificate entry and will populate the Details Panel with details about the Public Key
(algorithm, key size, modulus, public exponent, ASN.1);

PEM - which will open a new window containing the PEM representation of the certificate;

ASN.1 - which will open a new window containing the ASN.1 representation of the
certificate.

A screenshot for Certificate's Details in the KeyStore window can be seen below:
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Difedulib/certivityfapplication/target/ce tivity/doc/samples/keystore/IKS-KeyStore-sample,jks - CERTivity
File Edit KeyStore Signatures View Tools Window Help

3 E‘ﬂﬂ.::” HEMhE a]:t'X T J?LIS_“'@I%E B A SHME]

B
7| cacerts Bil 7| JCEKS-KeyStore-Sample. joe Bil 7/ KS-KeyStore-sample.jks Bil

LHEE

3 Change KeyStore Password {5 Wiew [ Convert KeyStore Type  ®-g Generate Key Pair - 5-# Generate Secret Key ‘3(3 55L Certificates Retriever i'3’. Impart Key Pair E Impart Certificate

ntry Name & ey Type xpire Date ast Modifie alidity
Entry N, Key T Expire Date Last Modified Walidit
‘Q. sampledsaverd DsA 512 2012-10-26T17:22:55+0300 2011-11-23T12:43:45+0200 “alid -
2013-09-03T13:12:15+0300 2012-09-03T13:12:20+0300 Walid

-y sampledsaver3withextensions D354 1024

ety Public Key
Lo+ Extensions

‘Q. samplemd2rsaverl RSA 1024 2012-10-26T17:11:34+0300 2011-11-23T12:4:02+0200 “alid v

Cettificate details

Q Test on custom protocal E et revocation status

Subject | Issuer (self signed certificate):

Format: Yersion:
D=SampleDSAYer3 Organization MName, OU=SampleDSAYer3 Organization Unit, CH=Samp

X509 3

Serial Mumber: Common Mame (CNY: | SampleDSAVer3 With Extensions

0x1F5E9
= Organization Unit (OUY:  SampleDSAYer3 Organization Lnit
Valid from: Toi
aldlrom o Organization Mame (O): | SampleDSAYer3 Organization Mame
2012-09-03T13:12:15+0300 2013-09-03T13:12:15+0300
Locality Mame {L):
Public Key:

State M ST
D54 1024 bytes H )
Country (C)
Extensions: ¥ (©)
Autharity Key Identifier, Basic Constraints, Ex Email (E):

Signature Algorithm:
SHA LwithDSA

MDS Fingerprint: | DA:BZ2:03:03:E0:36:94:E1:FA:36:D1: 700 C0:F9:39:19

=5
&

SHaL Fingerprint: 4C63:AD69: 7B 70nFD: 44:39: 46:34 ED: CEED:32:12:12:79:09:68

Lower Case Aliases | 13 entries (4 certificates, 9 key pairs, 0 secret keys), 0 selected

5.11 View Public Key Details

When selecting a Public Key entry name in the KeyStore window, the public key details are
displayed at the bottom of the window. The Public Key details that can be retrieved this way,

are:
¢ Algorithm;
* Key size;
* ASN.1 representation;
* Modulus;
¢ Public Exponent;

A screenshot for a certificate's public key details can be seen below:
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fedulib projfcertificate/samples/KeyStoreSample/LIBER-KeyStore-Sample.ubr, - CER'
File Edt KeyStore Signatures ‘iew Tools Window Help

i @R D@ NS B I Rl R R e e e

7 Windows Rook CA KeyStore x]@dehcwous.cer x| |2/ UBER-keyStore-Sample, ubr x[ 3| JCEKS-KeyStore-Sample. jce x] 7:IE]@

3 Change KeyStore Password 5| Wiew | Convert KeyStore Type -3 Generats Key Pair 54 Generate Secrst Key @{; 551 Certificates Retriever '_3'3’. Import Key Pair

&l Import Certificate

Entry Name & Key Type Expire Date Last Modified walidity
[Z] digicert high assurance ev roo R34 2048 26,07,2014 21:15:15 27.10.2011 15:48:24 Yalid ]
gk hmacmdS-secretkey Secretkey 27.10.2011 154826
ke hmacshal-secretkey Secretkey 27.10.2011 15:48:29
Sk hmarshazSe-secretkey Sacretkey 27.10.2011 154832
-5k hmacsha3gd-secretkey Secretkey E7.10.2011 1548534
ke hmacshaGl2-secretkey Secretkey 27.10.2011 15:48:37
=-[3 dira RS 4098 29.03,2033 15:29:49 27.10.2011 154837 Yalid
e )
e rc2-secretkey Secretkey 27.10,2011 15:48:40
4y sampledsaverl DSA 512 26,10,2012 17:22:55 27.10.2011 15:51:35 Yalid
By sampledsaverd D54 512 26.10.201Z 17:22:55 27.10.2011 15:51:35 Walid
-8y samplemdZrsaverl RS54 1024 26.10,2012 17:11:34 27.10.2011 15:51:35 Valid
4y samplemdzrsavers RSA 1024 26,10,201 1711516 27.10.2011 15:51:35 Yalid
By samplemdSrsaver] RS54 1024 26.11.2011 17:12:28 27.10.2011 15:51:35 About to expire v
£ ¥
Public Key details
Algorithm: Key Size: ASN.L:
R3A ‘ ‘4095 DER Sequence e
DER Sequence
Fields: ObjectIdentifier(l.Z.840,113549.1.1.1)
Madulus 0xCEZZCOEZ46TDECEEEE07E09 | A WLL .
e | DER Bit String[526, 0]
Publc Expanent . |6FZA033408C4BF 13BEEIFILES 3082020a0282020L00ce22c0e2467dec3628075096£2a033408c4bE13bE63E31 0"F
SE0Z36DEDETCFEF1SEEF4ETTE
C0E4195FI09F01ZCT4ER67360 £56b0236dbd6ToE6E1BBBE4eT736054195E£909£012c£46867360b76e 72280058 k6|
ETEETEESCOESE4LECDEOLDAEL 64aecdblad45170c63fa670ae8d6dzbE3ee798c4f040fae003bh355d6021de0e dEc
JOCE3FAETOLESDEDZEFIEETIS 20d9bacd66323772Eat708E5c7cd58co5eeTleseealefeloall4al 56CEEE45D £z
C4FO4CFAENOZBE35EDECZ1DES 5466227229 4b5379E558a2TheeZE0adl2bidb2Tedd56a5l Jeceadadzieacdddl dEw
EZ0DSBACDEG323772FAFTOGFS 1e5860650566E8c044bdch94E742Te0bET6568985105£0£30591041d1b1762ec X'e
C7CDESCSSEETOESEEAZEFELCA cB57bbc36b7a88Elb072cc255b2091ecl 6021 26£32:9171848d40c7052:023042 ez
114041 E6CEE845BE4662ATAR bB259c056b3faa3aaTeh5348E7e8d2b60798dc1bo6347ETEc91c627a055682h08 sk?
4BE3TSFESEAZTEEEZFOACLZES Shf338azabl75d66c998d79e108bazd2dd749ar771007260dEcd6EE330d9634 [81
DEZ7E4DSGA513ECEADAGZIEAD 763e247a92b00e951 e6fefald53847aad74leddab 71 2£6d71hE35a0f2edE05hE vrE
44411EEBE0EE0EEEFECO44EDT 53d7aa04££d2937d682eddsbdbab58baziddeasSatalc35459a5tbdbsb51228d  Yih
BR4F74Z7ROBFTE5E33BE105F0 b2elbellbeZcdld68b9675ad20d35a2f1a3Ee6d051656721b11901657E451cE7 X
F30521041D1B1752ECCE5TERC FETRANA] 4rdFR99A7] FAAA1 F7RNANAR] Fal977dhA41 41 rerf 1RA1AFRIRNTAINA 181,
36B7438F1B0TZ0C255E2091EC ¥ <

Case Sensitive Aliases | 22 entries (3 certficates, 8 key pairs, 11 secret keys), 0 selected

5.12 View Certificate Extensions Details

Certificate extensions offer more information about the certificate by extending the original
X.509 certificate standard information with additional identification information or information
about the cryptographic capabilities and restrictions in usage of the certificate. Only V3
certificates can have extensions.

When selecting an Extensions entry name in the KeyStore window, the certificate extensions
details are displayed at the bottom of the window. The extensions details panel can also be
obtained by clicking on the "Open" button next to the extensions text field in the certificate
panel.

CERTivity allows viewing the extensions contained in a certificate and can display the content
of the following extensions:

Authority Key Identifier;

* Basic Constraints;

CRL Distribution Points;

Extended Key Usage;
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* Key Usage;
* Netscape Cert Type;

Private Key Usage Period;

Subject Key Identifier.

A screenshot for certificate extensions can be seen below:

Difedulibfeertivity/applicationftarget/certivity/doc/sarmples/keystore /IKS-KeyStore-sarnple.jks - CERTivity EI@
File Edit KeyStore Signatures “iew Tools Window Help
< =l = 5 0 ¥ ¥
v = e ;
T q\m\% : £ 9 7 ?LUS_*ELI TSSO |
7 cacerts m‘ 7| JCEKS-KeyStore-Sample.joe El 7 JkS-KeyStore-sample.jks E‘ SERS E] @
3 Change KeyStore Password {5 View | Convert KeyStore Type &g Generate Key Pair - 5+ Generate Secret Key %’7 S5L Certificates Retriever 37. Import Key Pair
El Import Certificate
Entry Name & Key Type Expire Date Last Modified Walidity
El jira R34 4096 2033-03-29T15:29:49+0300 2011-10-27T10:47: 34+0300 valid -
BE' sample certificate with extensions RS54 1024 2013-09-03T15:14:50+0300 2012-09-03T15:15:44+0300 Walid
-4y Public Key
4+ Extensions
4. sampledsaverl D34 8% 2012-10-26T17:43:03+0300 2011-11-23T1Z143:36-+0200 Walid =
g sampledsaver3 D3A 512 2012-10-26T17:22:55+0300 2011-11-23T1Z14345-+0200 Walid
_‘B" sampledsaverawithextensions DSA 1024 2013-09-03T13:12:15+0300 2012-09-03T135:12:20+0300 valid
Lol Private Key
E‘[ﬁ Certificates Chain
=[5 sampleDSAVer3 With Exten
g Public Key
-4+ Extensions
e — ~ s B D
p - i
Certificate Extensions =N
Extensions: Extension Yalue:
Authority Key Identifier (2.5.29,35) Distribution Point: [1] -
[Basic Constraints (2. C] Distribucion Point Name:
CRL Distribution Poin 1) Full Name:
Extended Key Usage (2.5.29.37) DNE Nawe: DNE name sample
Key Usages (2.5.29,15) [C] Peasons: L
Metscape Certificate Type (2,16,840,1,113730,1,1) FKey Compromise 3
Private Key Usage Period (2.5.29.16) Distribution Point: [Z]
Subject Key Identifier (2.5.28.14) Distribution Foint Name:
Full Name:
Und form Rescurce Tdentifier: http:// uriexample com/uri/exsmple
AT 1
Lawer Case fliases | 13 entries (4 certificates, 9 key pairs, 0 secret keys), 0 selected

The extensions that exist in a certificate are displayed in a list (left side of bottom panel)
using their name and their Object Identifier (OID). For the ones which are not recognized,
only the OID will be displayed.

Also, extensions which are marked as critical can be identified by the symbol "[C]" at the
end of the name.

The value of each extension is displayed in the right side of the bottom panel when selecting
it from the list. The content is displayed in a text format, having indentation where needed
(when some fields have other sub fields) for a better representation and to be easy to read.

5.12.1 View Certificate Extensions ASN.1 Representation

CERTivity allows displaying the ASN.1 representation for each extension (even for those
which are not yet recognized). To see the ASN.1 representation click on the button "ASN.1"
from the bottom right corner of the extensions panel. A new dialog will open displaying the
ASN. 1 content.

This dialog can be seen in the screenshot below:
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CRL Distribution Points - ASN.1 Dump

DER Sequence
DER Sequence
Tagged [0]
Tagged [0]
Tagged [2] IMPLICIT
DER Octet Stringl[l5]
444e532062€16dEe52073616dT7060E5
Tagged [1] IMPLICIT
DER Octet Stringl[Z]
0640 @
DER Sequence
Tagged [0]
Tagged [0]
Tagged [&] IMPLICIT
DER Octet Stringl(33]
BE747470322 2757265657861 6d706CcE52e836L6d2E7572632L6578616d4706C

85

DNS name sample

http://uriexample. com/usi/exampl
e

[ Copy ][ Close ][ Help ]

Note

When clicking the "ASN.1" button, the dialog will display the ASN.1 content of the
selected extension from the extensions list (in the left of the extensions panel).

5.13 View Certificate Chain Details

In order to view certificate chain details, open the desired KeyStore (Menu Fi |l e > Open >
Open KeySt or e) and click on the entry name Certi fi cate Chain.

In the bottom part of the window, you can see the list with all the certificates. More details
for all the certificates from the list can be obtained by selecting one certificate and clicking
on Open as well as selecting the certificate directly from the Tree view. It is also possible
to select a certificate from the chain and copy it into the clipboard in order to paste it into

another KeyStore or even in the current one.
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® C:/edulibProjicer/srciresources/doc/samples/keystore/PKCS 12 -KeyStore-Sample. p12 - CERTivity
File Edit KeyStore Signatures View Tools MWindow Help

1= G0 HE X 2ol ILIRE Ll L O e

ElsampleDSAVerl‘cer xl 7/ BKS-KeyStare-Sample.bks xT 7/ JCEKS-KeyStare-Sample.jce x] 7| PKCS12-KeyStore-Sample.pl2* xl

[B(=E3

CEG

7/ Change KeyStore Password

-Be Private Key

- [5] SampleDsAvers

| View | Comvert KeyStore Type 8- Generate Key Pair 5+ Generake Secret Key §§ S5L Certificates Retriever ﬂ’. Import Key Pair ﬁl Import Certificate

Entry Name & Key Type Expire Date Last Madified walidity

&[5 digicert high RSA 2048 26.07.2014 21:15:15 27.01.2012 15:28:34 valid ~
(& jira RS54 4096 29.03.2033 15:29:49 27.01.2012 15:28:34 valid

-8y sampledsaverl D54 896 26.10.2012 17:43:03 27.01.2012 15:28:34 valid

w sampledsaver3 DSA 51z 26,10.2012 17:22:55 27.01.2012 15:28:34 Walid
w samplemdzrsaverl RS54 1024 26, 10,2012 17:11:34 27.01.2012 15:28:34 Walid T
w samplemdzrsavers RS54 1024 26,10.2012 17:15:16 27.01.2012 15:28:34 Walid
w samplemdSrsaverl R34 1024 26,11.2011 17:12:28 27.01.2012 15:28:34 Expired
v
Certificates Chain details
Certificates:
SampleC:SAteri Open
SampleD5AYerS

Case Aware Aliases | 11 entries (3 certificates, 8 key pairs, 0 secret keys), 0 selected

5.14 View Private Key Details

When selecting a Private Key entry name in the KeyStore window, after introducing the
correct password, the private key details are displayed at the bottom of the window. The
Private Key details that can be retrieved this way, are:

e Algorithm;

« Key size;

e ASN.1 representation;
* Base Generator G;

* Prime Modulus P;

e SubPrime Q;

e Private Key value.

A screenshot for private key details can be seen below:
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1 = |ﬂ BS H@E X

E Import Certificate

B G X

kO '—IS“"@'l%i

@ D:/EduLib/certivityfapplication/target/certivityfdoc/samples/keystore/UBER-KeyStore-Sample.ubr - CERTivity
File Edit KeyStore Signatures Miew Tools Window Help

L ThChiild

) Windows Rook CA KeyStore x]EldeIiciUus.cer x| 3| UBER-KeyShore-Sample, ubr x[ 7 JCEKS-KeyStore-Sample. joe x}

4 Change KeyStore Password U5 Wiew | Conwvert KeyStore Type 8- Generate Key Pair 5% Generate Secret Key ‘3‘; 55L Certificates Retriever ﬂ3’. Impaort Key Pair

Entry Name 4 Key Type Expire Date Last Modified Validity
gk hmacshaS12-secratkey Secretkey Qck 27, 2011 3:45:37 PM ™~
E\--El jira RSA 4036 Mar 28, 2033 3:29:49 PM Ock 27, 2011 3:48:37 PM walid
feweg Public Key
ik re2-secretkey Secretkey Dck 27, 2011 3:48:40 PM
[=-B-g sampledsaverl D5A 595 Qct 26, 2012 514303 PM Maw 23, 2011 1147135 PM walid
= ﬁ Certificates Chain
E| SampleDSAverl
E| SampleDSaver3
(Ao sampledsavers DSASL2 Ok 26, 2012 5:22:55 PM Mow 23, 2011 1:47:45 PM Walid
(-8 samplemd2rsaverl R5A 1024 Qck 26, 2012 5:111:34 PM Maw 23, 2011 1:48:03 PM walid —
-8y samplemd2rsaver3 R5A 1024 Qct 26, 2012 51516 PM Maw 23, 2011 1:48:16 PM walid
(- Ry samplemdSrsaverl R34 1024 Feb 29, 2012 6:12:28 PM Feb 27, 2012 612230 PM About to expire A

< | =

Private Key details

Algarithrm: Key Size: ASM.1: A
DA | [ass DER Zemuence
Integer (0}
Filds: DER Zequence
ObjectIdentifier(l.Z.840_10040.4 1)
Base Generator G | 0xFDEC316DEESCFEDZCI0LE228791D326088937E2E7ATFELEE15E7 DER Sequence
Prime Modulus P ||2530B70067851C21945160818E578243E353F IDEAR3DAZZE45D4F S Integer {3199854453991266742110390
SubPrime G RE03514BFEB4TT4FE64AADACFES75E433109EDATESESBCF153R4663 Integer 13432420403206440035660764
Private Key Value || DE405E10CASCE3DEEE12 SEPEET14ETS0DFFO4LEE3C005E4043A39 Integer (32677922525862839733 125808
CFSSAEED4 DER Octet String[Z2]
02Z1445d7e74599b3 £6bA518E£39d4azala?lda
2

Case Sensitive Aliases | 22 entries (3 certificates, 8 key pairs, 11 secret keys), 0 selected

5.15 Generate Key Pair

In order to generate a Key Pair and add it into the current KeyStore, click on Gener at e Key
Pai r . A new window will be opened, containing:

« asection for Keys, where you have to select the desired algorithm and size for the future
Key Pair;

« a section for the Certificate, where you have to complete the certificate related fields.
This section contains 2 tabs:

« A tab which allows adding information to the certificate such as the version of the
certificate, signature algorithm, validity period, serial number, common name, and
other optional fields such as organization, organization unit, locality name, state name,
country or email address;

« A tab which allows adding extensions to the certificate for version 3 certificates. This
tab is enabled when the "Version 3" option is selected in the first tab.

< an alias for the Key Pair entry in the current KeyStore.

A screenshot for generate key pair action can be seen below:
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D:/EdulLib/certivity/application/target/certivity/doc/samples/keystore/JCEKS-KeyStore-Sample.jce - CERTivity | =NIE 2= ‘
File Edit KeyStore Signatures View Tools Window Help
< B =5 ﬂIﬁ ¢ @ E ¥ W
3 qH% o 96 O L R e Rl e T
7| Windows Root CA KeyStore 88 | El delidous.cer Bil 7 UBER-KeyStore-Sample.ubr ss| 7| JCEKS-KeyStore-Sample jee 2 EB E]
3/ Change KeyStore Password {3 View [ Convert KeyStore Type | &g Generate Key Pair| 5+ Generate Secret Key 'é'i S5L Certificates Retriever '3}. Import Key Pair
%| Import Certificate -
E = Generate Key Pair =
Entry Name & Key Type Keys:
the: Secretke: = -
g aessearetkey v Mgorithm: @ RSA  (7) DSA
g arcfour-secretkey Secretkey
-5k blowfish-secretkey Secretkey Key Size: 102415
gk des-secretkey Secretkey
gk desede-secretkey Secretkey Certificate:
-(E digicert high assurance ev root RSA 204E Add certificate information > Add certificate extensions
gk hmacmdS-secretkey Secretkey Certificate Info | Certificate Extensions
gk hmacshal-secretkey Secretkey i i
- hmacsha256-sacretkey Secretiey Version: () Version 1 (@) Version 3
sk hmacsha3sd-secretkey Secretkey Signature Algorithm:  MDSWithRSA -]
gk hmacsha512-secretkey Secretkey Validity Period: 1] [vear(s) -
& jra RSA 4096
Serial Number: (212418
gk re2-secretkey Secretkey
@9 sampledsaverl D3A 896 Common Name (CN):  Sample common name
439 sampledsaver3 DsA Sz Organization Unit (OU):  Sample organization unit
lemd 2r 1 R5A 1024
) SIS Organization Name (C): |Sample organization
@9 samplemd2rsaver3 R3A 1024
4.y semplemdsrsaver 1 R3A 1024 o =
@9 samplemdSrsaver3 R3A 100 State Mame (5T):
4.9 sampleshalrsaverl R3A 952 Country (C):
@9 sampleshalrsaver3 R3A 1024 Email (E):
[E secure.del.icio.us RSA 1024
Alias: | sample_key_pair
_ oK ] [ Cancel ] [ Help
] I 3
Lower Case Aliases | 22 entries (3 certificates, 8 key pairs, 11 secret keys), 1 selected

Depending on the algorithm selected the key size and the signature algorithm are different.

¢ For RSA the minimum and maximum key sizes are configurable. The minimum key size
can be setfrom Menu Tool s > Opti ons > RSA Key Pair min size. The minimum
key size allowed is 1024 bits. It can be set past this value to impose a higher minimum
key size, to avoid generating keys under a certain size. The maximum key size is also
configurable from Menu Tool s > Opti ons > RSA Key Pair nax si ze. Thereason
for this is that for higher RSA key size values the processing time for creation, as well as
for using that key for encrypting/decrypting will be too big which will be very unsuitable
in production. The key-size has to be a multiple of 8 - this is also the spinner increment.

If a value smaller than the minimum key size or larger than the maximum key size is
provided, then a warning will be issued upon pressing OK.

The default key size value that appears initially in the Generate Key Pair dialog can be
set from Menu Tool s > Options > RSA Key Pair default size.

The signature algorithm for RSA can be one of the followings: MD5W t hRSA,
MD2W t hRSA or SHA1IW t hRSA. The default signature algorithm is MD5W t hRSA.

e For DSA the minimum key size is 512 bits and the maximum is 1024 bits. The key size
must also be a multiple of 64 - this is ensured by the spinner. If a value out of the range
512- 1024 is provided then a warning will be issued upon pressing OK.

The signature algorithm for DSA can only be SHA1W t hDSA.

CERTivity®'s KeyStore 42



CETivity

5.15.1 Manage Certificate Extensions

Certificate extensions are used to offer more information about the certificate by extending
the original X.509 certificate standard information with additional identification information or
information about the cryptographic capabilities and restrictions in usage of the certificate.

In order to be able to add extensions to the certificate, select the Certificate
Ext ensi ons tab (the Version 3 option has to be selected in the Certificate | nfo tab.
Version 1 certificates do not accept extensions, therefore the tab is disabled for version 1

certificates).

This tab offers the possibility to create a new set of extensions for the certificate, or load a
set of extensions from a previously saved template. The extensions are represented in this
dialog using a tree-like list, as it can be seen below:

-~

Generate Key Pair 2
Keys:
Algorithm: @) RSA i) DSA
Key Size: 1,024
Certificate:
Add certificate information > Add certificate extensions
Certificate Info | Certificate Extensions
o extensions -
- || Basic Constraints Digital Signature B
. ow IsCA
. i@ PathLength Constraint [”] Mon Repudiation
.
=~ L. Authority Key Identifier [ Key Encipherment E
- # Key Identifier
= |y Authority Certificate Issuer [ Data Endpherment
=~ |y General Name
=- Directory Name [] key Agreement 3
----- # Common Name
..... # Organization Unit [ Key Cert Sign
‘. 4 Organization
[T] CRL Sign -
View As XML ] [ Load Extensions ] [ Save Extensions
Alias: | sample_key_pair
Ok ] [ Cancel ] [ Help
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The extensions of the certificate together with their items can be added in the tree list from
the left side (as it can be seen in the above picture), while on the right side, the values of
each added extension item can be set after selecting the item for which the value should be
set from the left side tree.

5.15.1.1 Creating an extension

To create an extension, the following steps must be performed:
« Right click on the extensions item from the extensions list;

< From the contextual menu that appears, select one of the available extensions;

Certificate Info | Certificate Extensions

Ll
Add Authority Key Identifier

Add Basic Constraints

Add CRL [%tributinn Points
Add Extended Key Usage
Add Key Usage

Add Metscape Cert Type

Add Private Key Usage Period
Add Subject Key Identifier

CERTivity allows adding the following 8 extensions to a certificate:

 Authority key identifier:

This extension is used for identifying the public key corresponding to the private key
used to sign a certificate. It is used where an issuer has multiple signing keys (either
due to multiple concurrent key pairs or due to changeover). The identification may be
based on either the key identifier (the subject key identifier in the issuer's certificate)
or on the issuer name and serial number. For more details please see RFC 5280 -
4.2.1.1 Authority Key Identifier [http://tools.ietf.org/html/rfc5280#section-4.2.1.1].

CERTivity allows computing the value of the keyldentifier field by deriving it from the
public key (issuer public key) used to verify the certificate's signature. There are two
available methods used by CERTIvity for generating the key identifier:

» 160-bit hash of the value of the bit string of the public key;
* 64-bit hash of the value of the bit string of the public key.
* Basic constraints:

This extension identifies whether the subject of the certificate is a CA (using the isCA
field) and the maximum depth of valid certification paths that include this certificate
(using the pathLengthConstraint field). For more details please see RFC 5280 -
4.2.1.10 Basic Constraints [http://tools.ietf.org/html/rfc5280#section-4.2.1.9].

* CRL distribution points:

This extension identifies how CRL information is obtained. The cRLDistributionPoints
extension can contain one or more DistributionPoint items. A Distribution Point
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consists of three fields, each of which is optional: di stri buti onPoi nt, reasons,
and cRLI ssuer . Each of these fields is optional, but a DistributionPoint must not
consist of only the reasons field; either distributionPoint or cRLIssuer must be present.
For more details please see RFC 5280 - 4.2.1.14 CRL Distribution Points [http://
tools.ietf.org/html/rfc5280#section-4.2.1.13].

« Extended key usage:

This extension indicates one or more purposes for which the certified public key may
be used, in addition to or in place of the basic purposes indicated in the key usage
extension. In general, this extension will appear only in end entity certificates. For more
details please see RFC 5280 - 4.2.1.13 Extended Key Usage [http://tools.ietf.org/html/
rfc5280#section-4.2.1.12].

* Key usage:

This extension defines the purpose (e.g., encipherment, signature, certificate signing)
of the key contained in the certificate. The usage restriction might be employed when
a key that could be used for more than one operation is to be restricted. For example,
when a RSA key should be used only to verify signatures on objects other than public
key certificates and CRLs, the digitalSignature and/or nonRepudiation bits would be
asserted. Likewise, when a RSA key should be used only for key management, the
keyEncipherment bit would be asserted. For more details please see RFC 5280 -
4.2.1.3 Key Usage [http://tools.ietf.org/html/rfc5280#section-4.2.1.3].

* Netscape Cert Type:

This extension is used for limiting the applications for a certificate. If the extension
exists in a certificate, it will limit the uses of the certificate to those specified. The
following values are available:

e SSL d ent : the certificate is selectable when a server requests a certificate;

e SSL Server: the Netscape Communicator will talk to a server (otherwise it will
complain that the certificate is invalid);

« SSMME dient: the certificate can be used for SIMIME signing and encryption;

e Obj ect Signi ng: the certificate can be used for signing objects such as Java
applets and plugins;

» Reser ved: this bit is reserved for future use;
e SSL CA: the certificate can be used for issuing certificates for SSL use;
« S/ M ME CA: the certificate can be used for issuing certificates for SIMIME use;

e Obj ect Signing CA: this certificate is certified for issuing certificates for Object
Signing.

 Private key usage period:

This extension allows the certificate issuer to specify a different validity period for the
private key than the certificate. This extension is intended for use with digital signature
keys. This extension consists of two optional components, notBefore (the date from
when the certificate can be used) and notAfter (the date until the certificate can be
used). For more details please see RFC 3280 - 4.2.1.4 Private Key Usage Period
[http://tools.ietf.org/html/rfc3280#section-4.2.1.4].
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» Subject key identifier:

This extension provides a means of identifying certificates that contain a particular
public key. For more details please see RFC 5280 - 4.2.1.2 Subject Key ldentifier
[http:/ftools.ietf.org/html/rfc5280#section-4.2.1.2].

CERTivity allows computing the value of the keyldentifier field by deriving it from the
public key (subject public key) used to verify the certificate's signature. There are two
available methods used by CERTIvity for generating the key identifier:

* 160-bit hash of the value of the bit string of the public key;

* 64-bit hash of the value of the bit string of the public key.
Each extension can be added only once. Therefore, after an extension is added, on the
next right click on the ext ensi ons root node, on the popup menu only the remaining
available extensions which have not already been added will be displayed.

« |Ifthe new added extension contains subitems (like the Authority Key Identifier extension
for example which contains Key ldentifier, Authority Certificate Issuer, and Authority
Certificate Serial Number) these can be added in the same way, by right clicking on the
list item of the new added extension. A popup menu containing the available subitems
will be displayed. In the same way as for extensions, some of the subitems can be added
only once, so they will appear only once on the first popup menu when right clicking on
the item for which they have to be added.

Some extensions contain mandatory subitems (for example the "Is CA" field, from
Basic constraints extension), which will be added automatically when adding the new
extension item. Also, after creating the extension item, the popup menu containing the
available subitems will be automatically displayed as a form of autocompletion.

If the selected extension or subitem does not contain any more mandatory or optional
subitems, in the right side of the dialog, a panel will be displayed allowing the input of the
value of the extension or subitem. This panel will contain either a text field (for extensions
and items which allow various textual input) or a list of checkboxes for the ones which
only have certain defined values (like the Key usage extension).

< For items which allow text input, to set the typed in value, press the Set val ue button.

After each extension or subitem added, as well as after each value set for an extension
or subitem, the structure of the extension and the values are verified to ensure that they
are valid according to the RFC 3280 [http://tools.ietf.org/html/rfc3280] and RFC 5280 [http://
tools.ietf.org/html/rfc5280] standards. For the extensions to be able to be created, their
structure and value has to be valid according to this standard. Otherwise, when trying to
create the certificate, a message will be displayed informing that the structure or the values
of the extensions are not valid, and asking if the certificate should be created without adding
the extensions or to return to the certificate generation dialog for correcting errors.

Note

The validity state of the structure and content of the extension can be seen at any
time at the bottom of the certificate structure list. For a valid structure, a green note
will be displaying the message "Extensions structure is valid".

If the structure is not valid, due to missing mandatory subitems or invalid values
set, the note will be displaying a red warning containing the message "Extensions
structure is invalid". Also, under this note a table will become visible containing the
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additional information about each item which is invalid. The table contains the type
of message (Error or Warning), the name of the extension item or subitem which
is invalid, and an additional message containing the details of the error, as can be
seen below:

Certificate Info | Certificate Extensions |

| extensions
----- . _MEBasic Constraints
=Y Authority Key Identifier
= Authority Certificate Issy
‘.. General Name

4 11} [ F

[ View As XML ] [ Load Extensions ] [ Save Extensions

W

Extensions structure is invalid

Message Type Field Error

Error General Mame ve-complex-type. 2.4.b: T...
Basic Constraints cvo-complex-type. 2.4.b: T...

Selecting a row in the table will trigger the selection of the extension item or subitem
to which the table row refers to. If the selection of the row is done having the pointer
over the last column ("Error" column) a popup dialog will also be displayed showing
the full details of the error.

Field value auto completing

For some extension fields, the value can be obtained from the information from the certificate
or which is to be set to the certificate in case of generating a new Key Pair (for example from
the serial number, or the Issuer / Subject name), or by computing hash values on the public
key from the certificate or the one which is created when generating a new Key Pair.

« For Authority Key Identifier extension:

e The value of the Key Identifier field is computed using one of the two methods
(mentioned above) for generating the hash over the issuer public key.

For generating a new Key Pair (containing a new self-signed certificate), the private
- public Key Pair is usually generated when pressing the OK button. But, if the Key
Identifier item is added for the Authority Key Identifier, a message will be displayed
requesting to generate the public key earlier, so that its hash can be generated and
used as a value for this field.

Key Pair generation needed PS

~ Thevalue of this item requires that the public key to be generated, Do you want to generate it now?
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If this request is denied, the Authority Key Identifier can still be added, but the value
will have to be set by the user.

Note

This message will not be displayed when signing CSR files, because in that
case both the public key of the issuer certificate and the public key of the
resulting CA reply are generated at the time of adding extensions to the CA

reply.

By default when generating the public key and computing the hash over it, the hash
will be 160-bit. To use the 64-bit hash, switch to the 64-bit radio button. The value
from the text field will be replaced with the 64-bit value. Also, to use back the 160-bit
value, select the 160-bit radio button.

The radio buttons can be seen in the screenshot below:

Certificate Info | Certificate Extensions

i extensions
= | Authority Key Identifier
N W=y Identifier

Key Identifier |5462E7FSBB352FB4023A1F4B49AAEF5745B63F5:

P h

(") 64-bit hash

« The Directory Name of the Authority Certificate Issuer, in the case in which the
Authority Certificate Issuer should be represented using a Directory Name, can be
autocompleted at generation time using the name values of the certificate Issuer DN
(which for self-signed certificates is the same with the Subject DN), if these fields have
been completed inthe Certi fi cat e | nf otab. Only the name items for which there
is a value added in the previous tab will be added. The rest can be added manually
by right-clicking on the Di r ect ory Name node, and adding a name component from
the remaining items in the popup menu.

» The Authority Certificate Serial Number extension item can have it's value taken from
the Seri al Nunber fieldintheCerti fi cat e | nf otab. If the serial number was not
set, when creating the Authority Certificate Serial Number a message will be displayed
asking to generate and set the Serial Number and also use that value for the Authority
Certificate Serial Number. If this request is denied, then the value of the Authority
Certificate Serial Number must be set manually.

¢ For CRL Distribution Points extension:

For this extension, the same mechanism for autocompleting values applies where
Directory Name items are used, like the one mentioned for the Authority Key Identifier
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extension. The names are taken from the Issuer DN if they were added before creating
the Directory Name item.

» For Subject Key Identifier extension:
The value of this extension can be generated automatically in the same way the Key
Identifier item from the Authority Key Identifier extension can be generated (presented

above). The only differences are that for this extension the hash is computed over the
public key of the user certificate, not the public key of the issuer certificate.

5.15.1.2 Save extensions template

After creating one or more extensions, the structure of the extensions together with their
values can be saved to a file as a template, so that it can be reused for other certificate
generation. The template will be represented by an XML document.

To save an extensions template the following actions must be performed:

* Click on the Save Ext ensi ons button;

« If the extensions structure is not valid or the items contain invalid values, a warning
message will be displayed asking if the template should be saved anyway although it is
invalid. If the "no" option is pressed, it will return to the panel for adding extensions.

Invalid extensions structure Y

l . The content of the entered certificate extensions is not valid, Are you sure you want to save the
extensions invalid?

fes Mo

« In the file chooser dialog that appears, type the name for the template. It will be saved
in an XML document file.

5.15.1.3 Load extensions template

Extension structure templates previously created together with their values can also be
loaded back from a file to be used for creating the same extensions for more certificates.
To load an extension template the following actions must be performed:

¢ Click on Load Extensi ons button;

« From the file chooser dialog that appears, select the template file to be loaded. The
loaded extension structure will appear in the list on the left of the panel and will be
validated.

5.15.1.4 View As XML

The extension structure can also be viewed in XML format. This XML format is the one in
which the extension structure and values will be saved in the template file if this option is
chosen.

The structure can be viewed in XML format at any time (either if the structure is valid or
invalid), by clicking on the Vi ew As XML button. A dialog will open like the one below:
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Certificate Info | Certificate Extensions |
) extensions I - valid
= | Basic Constraints || Digital Signature L
L ’ N
- Extensions XML Representation [
- # Path Length 1
= | Authority Key Ide
B | Authority Cer <?xml version="1.0" encoding="UIF-8"?»<nsZ:extensions xmlns:nsZ="ht
B | General N <nsZ:authorityReyIdentifier>
B | Directt <nsZ:-authorityCertIssuers>
_____ * C <nsZ:GeneralName>
_____ * O <nsi:directoryName>
_____ & 0 <nsZ:CN>Sample Common WName</nsZ:CN>
_____ P9y Usage <ns2:0U>Sample Organization Unit</nsZ:0Us
<nsZ:0>5ample Organization</nsz:0>
< o </naZ:directoryName>
= </nsZ:GeneralName>
El </nsZ:authorityCertlssuer>
. </nsZ:authorityHeyldentifier>
ten 5 val <nsZ:basicConstraints>
<nsZ:chrtrue</nsi:ch>
) L <nsZ:pathlenConstraint>0</nsZ :pathLenConstraint>
Alas: |y </nsiZ:basicConstraints>
<nsZ:keyUsage>digitalSignature</nsZ:keyUsage>
</nsi:extensions>
————3 ] i 3
-_—T
[ Copy ] [ Close ] [ Help ]
L —

The XML structure can be copied to clipboard with a simple click on the Copy button, or by
selecting the entire text and using the copy shortcut (CTRL-C).

The XML structure follows the tree like structure of the extensions list. The direct XML child
nodes of the ext ensi ons root node represent the extensions. The items of each extension
(when they are present) are represented as child nodes of each extension node. The name
of the XML nodes are similar to the names of the extensions and their subitems in the ASN.1
representation (which can be seen for each extension in RFC 5280 [http://tools.ietf.org/html/
rfc5280]).

5.15.1.5 Mark extensions as critical

Extensions can be marked as critical or non critical. When an extension is marked as critical,
it indicates that its value contains information of such importance that an application cannot
ignore it. If a particular certificate-using application cannot process a critical extension, the
application should reject the certificate.

CERTivity allows marking the extensions as critical. By default, after the extension item is
created in the extensions list, the extension is considered to be non-critical.

To make an extension critical after its structure was created in the list, right click on the
extension item, and from the popup menu that appears select Criti cal extension as
it can be seen below:

Certificate Info | Certificate Extensions I—

i extensions
EI . Basic Constraints

Critical extension

[

Delete
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After the extension is marked as critical, next to the extension item in the tree list the "[ C] "
symbol will be added, informing that the extension was marked as critical, as it can be seen
below:

Certificate Info | Certificate Extensions

—

| extensions
— . Basic Constraints
“- @ IsCA

5 .

Also, in the right click menu for the extension item, the "Critical extension" menu will be
checked.

To unmark an extension that has been marked as critical, right click on the extension item
again, and from the popup menu that appears select again Cri ti cal extensi on (which
now is checked) to uncheck it.

Note

Although all extensions can be marked as critical, the "Internet X.509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL) Profile" (RFC 3280
and RFC 5280) recommends that some extensions should not be marked as critical.
If an extension is marked as critical, the application which uses the certificate has to
be able to process the extension, or otherwise to reject the certificate.

The extension creation may fail in the situation in which some of the extensions
which should not be marked critical are marked so. For example, if the Authority Key
Identifier extension is marked as critical (although the above mentioned profile does
not recommend to be marked as so), if for the Authority Certificate Issuer an Uniform
Resource Identifier is set, if the value of this URI does not have a valid form, the
creation of the extension will fail. The same situation applies to the CRL Distribution
Points extension.

The other extensions supported by CERTivity which the profile does not recommend
marking as critical are Private Key Usage Period and Subject Key Identifier.

5.15.1.6 Delete extensions

The extensions and their subitems can also be deleted from the extensions structure. To
delete an individual extension or subitem the following steps can be performed:

* Select the extension or subitem to be deleted;

« Right click on it, and from the popup menu, select Del et e.

Or:
* Select the extension or subitem to be deleted;

e Press "Del et e" key.

Also, to delete the entire structure, right click on the extensions item node, and select Del et e
all.
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5.16 Generate Secret Key

In order to generate a Secret Key and add it into the current KeyStore, click on Gener at e
Secret Key. In the new window, the following fields must be completed:

« Key Algorithm;

« Key Size whose value (range or even exact values) depend on each Key Algorithm; the
Key Algorithm also dictates the JCE provider used (Default or Bouncy Castle). See the
table from the end of this section for the exact distribution;

* Alias.

A screenshot for generate secret key action can be seen below:

File Edt KeyStore Signatures Wiew Tools Window Help
T @R DE KB EX L =S
| Windows Root CA KeyStore x[ delicious.cer x[ | UBER-KeyStore-Sample.ubr x] 9 JCEKS-KeyStore-Sample.jce xl |II|E]@
ki Change KeyStore Password *‘j Yiew | Converk KeyStore Type -y Generate Key Pair 5% Generate Secret Key §§ 551 Certificates Retriever ﬂi Import Key Pair El Import Certificate
Entry Name 4 Key Twpe Expire Date Lask Madified Validity
igh aes-secretkey Secretkey 27.10,2011 10:59:18
e arcfaur-secretkey Secretkey 27.10.2011 11:05:08
e blowfish-secretkey Serretkey - 27.10.2011 11:05:20
i des-secretkey Secretkey 27.10,2011 11:06:03
gk desede-sacretkey Secretkey Key Praperties: 27.10.2011 11:06:16
digicert high assurance v root RSA 2048 Key Slaorithm: 27,410,201 10;49:39 yalid
-5 hmacmdS-secretkey HMACMDS 27.10.2011 11:06:28
3+ hmacshal-secretkey HMACSHAL e 27.10.2011 11:06:35
-5 hmacshaZSa-secrethkey HMACSHAZSE 27.10.2011 11:06:49
ik hmacsha3fd-secretkey Secretkey Alias: |:| 27.10.2011 11:06:59
-5k hmacshaS12-secretkey Secretkey 27.10.2011 11:07:10
jra R4 4056 o) [ coneel [ 0 | 27.10,2011 10;49:39 Valid
gk peZ-secretkey Secretkey 27.10.2011 110722
-8y sampledsaverl DSA 896 26.10.2012 17:43:03 27.10.2011 15:52:49 Valid
-8y sampledsaverd Dsa 512 26.10.2012 17:22:55 27.10.2011 15:52:38 Valid
'y samplemd2rsaver1 RSA 1024 26,10.2012 17:11:34 27.10.2011 15:52:38 Walid
By samplemd2rsaver3 RS54 1024 26.10.2012 17:15:16 27.10.2011 15:52:38 Walid
&9 samplemdSrsaver] RSA 1024 26,11.2011 1731228 27.10,2011 15:52:38 About to expire
. samplemdSrsavers RS54 1080 26,10,2012 17:15:59 27.10,2011 15:52:38 Walid
Mg sampleshalrsaverl R5A 952 26,10.2014 1T:1312 27.10.2011 15:52:38 Walid
‘9. sampleshalrsaverd RSA 1024 270201l 1721z 27.10.2011 15:52:35 Expired
-- secure.del.icio.us RSA 1024 23.06.2009 19:56:25 27.10.2011 10:49:39 Expired
| | B
Lower Case Aliases | 22 entries (3 certificates, & key pairs, 11 secret keys), 1 selected

Note

JKS and PKCS#12 KeyStore types do not support storing Secret Keys. This is a
limitation of the standards, not of the CERTIivity application.

The key algorithms are dictating the JCE provider and the key sizes supported. These are
depicted in the following table.

Table 5.2. Size and Provider for Secret Keys

Key Algorithm Key Size Provider
AES 128 - 256, multiple of 64 Bouncy Castle
ARCFOUR 40 - 1024 Default
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Key Algorithm

Key Size

Provider

Blowfish

32 - 448, multiple of 8

Bouncy Castle

DES

64

Bouncy Castle

DESede

128,192

Bouncy Castle

HmacMD5

1-

Bouncy Castle

HmacSHA1

1-

Bouncy Castle

HmacSHA256

40-

Bouncy Castle

HmacSHA384

40-

Bouncy Castle

HmacSHA512

40-

Bouncy Castle

RC2

40-1024

Bouncy Castle

5.17 Import Trusted Certificate

In order to import a trusted certificate, click on | mport

trusted certificate inthe

KeyStore window. Then, the desired certificate can be selected and an entry alias can be

associated with it.

A screenshot for import trusted certificate action can be seen below:

‘C:l’edulih projicertificate/samples/KeyStoreSample/JCEKS -KeyStore-Sample. jce - CERTivity
‘Window  Help

@ ¥EEX [ R

?EIGJB% =

File Edit keyStore Signatures Yiew Tools

7/ Windows Riook CA keyStore x] delicious, cer x] 3/ UBER-KeyStore-Sample.ubr x] 7/ JCEKS-KeyStore-Sample.joe x}

DEE

b1} Change KeyStore Password 'f_iu View [ Convert KeyStore Type %y Generate Key Pair 54 Generate Secret Key ;gfp SSL Certificates Retriever 3- Import Key Pair E Import Certificate

Entry Name 4
gk aEs-secrethkey
g arcfour-secretkey
ok blowfishrsecretkey
- ige des-secretkey
ik desede-secretkey
digicert high assurance ev root
-5 hmacmdS-secretkey
ik hmacshal -secretkey
i hmacshaZ56-secretkey
g hmacsha3g-secrethey
g hmacshas12-secretkey
- jira
-~ ig re2-secretkey
-y sampledsaverl
&y sampledsaver3
-8y samplemdzrsaverl
-8z samplemdzZrsaver3
- By samplemdSrsaver]
4 samplemdSrsaverd
4. sampleshalrsaverl
-8y sampleshalrsaverd
- secure.del.icio, us

|~
5%

Key Type
Secretkey
Secretkey
Secretkey
Secretkey
Secretiey
R34 2048
HMACMDS
HMACSHAL
HMACSHAZSE
Secretkey
Secretkey
RS54 4096
Secretkey
D54 896
DsA 512
RSA 1024
RS54 1024
RS 1024
R34 1050
R3A 952
RS4A 1024
RS 1024

Expire Date Last Modified Walidity
@ Import Certificate
Look in: ‘@ CertificateSample v| 5] __9|‘E|
- delicious. cer!
J jira.cer yalid
Recent
Desktop
Y
-‘J Walid
My Documents
QJ valid
= Walid
My Computer " .
T | o | o= |
‘Q Files of type: | Certificate files (*.cer; *.crt) v [ cancel ] | vaid
Abouk to expire
26,10,2012 17:15:59 Z27.10.2011 15:52:38 Walid
26,10,2014 17:13:112 Z27.10.2011 15:52:38 Yalid
27.10.2011 17:21:12 27.10.2011 15:52:35 Expired
23.06.2009 19:56:25 27.10.2011 10:49:39 Expired

Lower Case Aliases | 22 entries (3 certificates, 8 key pairs, 11 secret keys), 1 selected

5.18 Import Key Pair

In order to import a trusted certificate, click on | nport Key Pai r in the KeyStore window.
Three types of Key Pairs can be imported:
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« PKCS#12 - which defines a file format commonly used to store private keys with
accompanying public key certificates, protected with a password-based symmetric key;

« PKCS#8 - which is used to carry private certificate key pairs (encrypted or unencrypted);

* OpenSSL - with which a public key doesn't need to be generated separately because
the private key contains the public key information as well;

In the "Input File(s) Information" area contains the following fields, which are enabled
depending on the previously selected Key Pair type:

« the decryption password,;
 the Key Pair File;
¢ the Private Key File;
* the Certificate(s) File.
The files can be selected using the Br owse button.
A screenshot for Import Key Pair action can be seen below:

@0

File Edit KeyStore Signatures View Tools Window Help

=l = = 2 T W J— T
"EIﬂ'n' B@E:$HE X il T a5 [y B Yo | Eesniid
3/ JCEKS-KeyStore-Sample.joe x] 2/ Windows Rook CA KeyStore x] El delicious, cer x] ADIEOE
3 Change KeyStore Password 45 View | Convert KevStore Type -y Generate Key Pair 5 Generate Secret Key Qf; 551 Certificates Retriever ﬂg’. Import Key Pair @ Import Certificate
Entry Name & Key Type Expire Date Last Modified validity
gk aes-secratkey Secretkey Qck 27, 2011 10:59:18 AM -~
Sk arcfour-secretkey Secretkey Qck 27, 2011 11:05:08 AM
sk blowfish-secretkey Secretkey Qck 27, 2011 11:05:20 AM
-k des-secretkey Secretkey Ock 27, 2011 11:06:03 AM
-5k desede-secratkey Secretkey i
El digicert high assurance ev rook R34 2048 g Import Key Pair fg
-5k hmacmdS-secretkey Secretkey P T
-5k hmacshal-secretkey Secretkey
-5k hmacshazse-secretkey Fecretkey () PRC3 #12 O PRCs #8 O OpenssL
-5k hmacsha3gd-secretkey Secretkey
s hmacshaS12-secretkey Secretfey Input File(s) Information
=[] ira RSA 4096
B ~#—g Public Key
ik re2-secrethey Secretkey Decryption Password:
-8y sampledsaverl DSA 896
‘o P Key Pair File: |C:\keyPair.pfx ‘ | Browse |
-y sampledsaverd DSA 512 L k|
-y samplemd2rsaverl RSA 1024 | ‘
-8y samplemdZrsaver3 RSA 1024 | ‘
E-#-y samplemdSrsaverl RSA 1024 nire
B4 Private Key
= Certficates Chain
=[5 SampleMDSRSAYer] ok | [cemal | [ ek
“eti-g  Public Key
-8y samplemdSrsaver3 RSA 10380 Ock 26, 2012 5:115:59 PM Mow 23, 2011 1:40:37 PM Yalid
@ sampleshalrsaverl RSA 952 Ock 26, 2014 6:113:12 PM Mow 23, 2011 1:40:50 PM Yalid
-8y sampleshalrsaverd RSA 1024 Ock 27, 2011 5:21:12 PM Mow 23, 2011 1:41:01 PM Expired
El secure.del icio.us RSA 1024 Jun 23, 2009 7,56:25 PM Ock 27, 2011 10:49:39 &M Expired ;
< | &

Lower Case Aliases | 22 entries (3 certificates, & key pairs, 11 secret keys), 1 selected

5.19 SSL Certificates Retriever

In order to import a trusted certificate, click on SSL Certificates Retriever in the
KeyStore window. For retrieving certificates,in the host / port fields you must specify the
server from which the certificates will be retrieved. If you have a HTTPS URL and you want
to retrieve the certificates then you need to enter the host without any path and the port
separately. By default the HTTPS port is 443.
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The server response is available in the "Response information" area. For the retrieved
certificates, the available actions are:

* View detalls;
¢ Import to KeyStore;

« Export to file.

A screenshot for SSL Certificates Retriever action can be seen below:

._C:.fedulib projlcertificate/samples/KeyStoreSample/JCEKS-KeyStore-Sample. jce - CERTivity
File Edit KeyStore Signatures Yiew Tools Window Help

T DR DE I EE X %

3 ‘Windows Root CA KeyStore x] delicious, cer x] 3/ UBER-KeyStore-Sample. ubr xl 7 JCEKS-KeyStore-Sample.joe xl |II| E] @
A Change KeyStore Password 'f_-gu View [ Convert KeyStore Type  ®-g Generate Key Pair 5% Generate Secret Key §§| 55L Certificates Retriever ai Import Key Pair E Import Certificate
Entry Name & Key Type E:xpire Date Last Modified Validity
gk aes-secretkey =
ik arcfour-secretkey @ SSL Certificates Retriever
5 blowfish-secretkey secrd - Request information:
ik des-secretkey Secrdl Connect to hast: | Facebook, com | On part: |443 |
sk desede-secretkey Secrg
digicert high assurance ev root RS SopliEsieNing Yalid
5% hmacmdS-secretkey Head Status:
54 hmacshal-secretkey HiAl - Respanse information:
-+ hmacshazSg-secretkey HiA Digicert High Assurance EY Root CA
-5k hmacshadad-secretkey Secry E|- DigiCert High Assurance CA-3
gk hmacsha512-secretkey Secrg h wn.Facebook.com
(& ra RS walid
gk reZ-secretkey Serr
g sampledsaverl Dsa Yalid
-8y sampledsaver3 DsA Walid
49 samplemdzrsaverl R34 Yalid
4y samplemdzrsaverd R34 Yalid
- sarnplemndSrsaverl RS54 Abaut bo expire
g samplemdSrsaver3 RS& Walid
-8y sampleshalrsaverl RSA 952 26.10.2014 17113112 27.10.2011 15:52:38 Walid
& sampleshalrsavers R5A 1024 27102011 172z 27.10.2011 15:52:38 Expired
secure.del.ido.us R5A 1024 23.08,2009 19:56:25 27.10.2011 10:49:39 Expired
< | 3

Lower Case Aliases | 22 entries (3 certificates, & key pairs, 11 secret keys), 1 selected

5.20 Extend Validity
In an opened KeyStore window, select the key pair entry and click on the right mouse button.
From the popup menu select Ext end val i di ty. A new expiration date must be selected.
This functionality makes sense only for the KeyPairs containing only a self signed certificate.

A screenshot for extend certificate's validity action can be seen below:
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File Edit kKeyStore Signatures VWiew Tools Window Help

T @ 5 B X e B S

7/ Windows Rook CA KeyStore xlEl delicious.cer xT 7/ UBER-KeyStore-Sample, ubr x] 7 JCEKS-KeyStore-Sample, joe x] IIE\E]@
3 Change KeyStore Password {5 Wiew | Conwert KeyStare Type & Generate Key Pair 5+ Generate Secrek Key ‘)ﬁ 551 Certificates Retrigwer Eﬁ Import Key Pair
E Import Certificate
Entry Name 4 Key Type Expite Date Last Modified walidity
gk aes-secretkey Secretkey 27.10,2011 159115
g arcfour-secretkey Secretkey 27.10.2011 11:05:08
gk blowfish-secretkey Secretkey 27.10,2011 11:05:20
g des-secretkey Secretkey 27.10.2011 11:06:03
gk desede-secretkey Secretkey 27.10,2011 11:06:16
E digicert high assurance ev rook RS54 2045 26.07.2014 21:15:15 27.10.2011 10:49:39 Valid
-5 hmacmdS-secretks HMACMDS e ‘e | R
¥ . Extend Certificate Validity:
54 hmacshal-secretkey HMACSHAL — 5 3
-4 hmacshaZSe-secretkey HMACSHAZSE Current expiration date for selected certificate; \06:99
s hmarshazad-secrethey SecretKey |2012-10-26 17:22:55 +o300 | Boess
g hmacshaSlz-secretkey Secretiey Mew expiration date for selected certificate: oan
i R34 4096 149,39 Walid
& wa vear: [z012 | Month: [10 | pay: 27 | b
-k reZ-secrethey Secretkey 072z
&y sampledsaverl Dsh %6 152149 Valid
-8y sampledsaver3 D54 512 :52:38 Walid
&y samplemd2rsaverl R34 1024 152136 Walid
g samplemdZrsaver3 RSA 1024 (a7 yu ey ra wpaly 1 P 1aprany won miaedlG ) Valid
&g samplerndSesaverl R5A 1024 26,11.2011 1712128 27.10,2011 15:52:35 About to expire
-l samplemdSrsaver3 RS54 1050 26.10.2012 17:15:59 27.10.2011 15:52:38 Walid
g sampleshalrsaverl RS54 952 26,10,2014 17113012 27.10,2011 15:52:35 Walid
By sampleshalrsaver3 RS54 1024 E7.10.2011 17212 £7.10.2011 15:52:35 Expired
E secure, del.icio, s RS54 1024 23.06,2009 156,25 27.10,2011 10:49:39 Expired
< | @
Extend certficate validity. ] Lower Case Aliases | 22 entries (3 certificates, 5 key pairs, 11 secret keys), 1 selected

5.21 Regenerate Key Pair

CERTivity offers the possibility to regenerate a Key Pair, more exactly to generate a new
Key Pair using part of the information from an existing certificate and key information from
a Key Pair.

In order to regenerate a Key Pair, in an opened KeyStore window, select a Key Pair entry
and invoke the contextual menu (usually by performing a right click on the entry). From
the menu that appears, select Regenerate Key Pair. A dialog similar to the one from
Generate Key Pair action will appear which will have some fields pre-filled with the
information obtained from the certificate of the selected Key Pair. The information which is
taken from the certificate is:

» Key Algorithm (of the public key);
« Key Size (of the public key);

* Certificate Version;

« Certificate Signature Algorithm;

 Certificate Subject / Issuer distinguished name components (Common Name (CN),
Organization Unit (OU), Organization Name (O), Locality Name (L), State Name (ST),
Country (C), Email (E)).

If some of the information mentioned above is missing, or can not be extracted from the
certificate, the defaults will be used. For example, if the key algorithm type can not be parsed,
the default selection will be RSA, or if the Certificate Signature Algorithm can not be obtained
(or is of an unsupported type), the default value will be used (MD5W t hRSA, for RSAkeys, and
SHA1W t hDSA for DSA keys). Also, the fields representing the subject distinguished name
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components will be filled only if these components are present in the certificate and contain
a non empty value.

The Serial Number field will not be pre-filled with the value from the certificate from the
selected Key Pair, because each certificate must have a unique serial number. Thus, this
has to be provided (or generated using the Gener at e button) by the user.

Also, the new certificate will be valid for the period mentioned in the Validity Period field
(which by default is 1 year) and the validity period will start from the moment of generation,
regardless of the validity of the initial certificate from which the information is obtained.

The Regenerate Key Pair dialog, allows adding extensions to the certificate as well, but these
are not pre-filled with the ones from the initial certificate.

A new alias name for the new Key Pair that will be generated is required. The new Key Pair
will not replace the initial one in the KeyStore.

After filling all the required information, press OK. You will be prompted to enter a password
for the new Key pair, and the Key Pair will be generated.

5.22 Generate CSR File

In order to generate a Certificate Signing Request file for a Key Pair entry, in an opened
KeyStore window, select that Key Pair entry and invoke the contextual menu (usually by
clicking the right mouse button). In this contextual menu select Generate CSR Fi | e. For
generating a CSR file, you have to specify:

« the name of the generated file;

« the algorithm to use for signing the request; this is automatically adjusted based
on the key algorithm used in the KeyPair. For DSA the possible signing one
is SHA1wi t hDSA, while for RSA keys the possible selections are: MD2W t hRSA,
MD5W t hRSA, SHA1W t hRSA.

« the challenge - the challenge-password attribute, which specifies a password by which
the entity may later request certificate revocation.

The supported CSR formats are PKCS #10 and SPKAC (Signed Public Key and Challenge).
These are selectable from the file chooser filter list.

5.23 Import CA Reply

In an opened KeyStore window, select a key pair entry and invoke the contextual menu
(usually by clicking the right mouse button). In this menu select | nport CA Reply. The
CA Reply can be chosen from a file chooser.

Importing the CA Reply will replace your self-signed certificate with a certificate chain. This
chain will be either the one returned by the CA in response to your request (if the CA reply
is a chain) or one constructed (if the CA reply is a single certificate) by using the certificate
reply and trusted certificates that are already available in the KeyStore. Each certificate in
the chain is verified, using the certificate at the next level higher in the chain by validating the
signatures with the public key, and also by verifying that the subject of the certificate is equal
with the issuer of the next certificate at the next level.

The process of importing a CA Reply is more detailed and implies a series of validations and
steps for constructing (or complete) the chain from the CA Reply if it is a single certificate.
There are two types of validations performed: one type which is critical and stops the
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validation process if it fails, and one type which will inform the user that the CA Reply chain
may not be valid or trusted and lets you choose if the import process should continue or not.

The chain of certificates representing the received or constructed CA Reply is considered to
be valid if the signature of each certificate is verified by the public key of the certificate on
the next higher level in the chain. Also, for the import process to be able to be performed, it
is necessary that the chain of the CA Reply to correspond to the entry for which the import
is being made. This means that the public key of the first certificate in the chain to be equal
to the public key of the self-signed certificate which it should replace in the KeyPair selected
for performing the import. Although a certificate chain corresponding to a CA Reply may be
valid, and may correspond to the selected entry, it may not be always trusted. The chain is
considered to be trusted if the top certificate is trusted, which means, to be present in the
KeyStore in which the CA Reply is imported.

A screenshot for importing a CA Reply is depicted below:

P BEE|
File Edit KeyStore Signatures View Tools Window Help |
TG0 ¥eEdEX e B S [
7 KSKeyStore-sample.jks = E]@

1) Change KeyStore Password {3 Yiew | Convert KeyStore Type  ®-g Generate Key Pair 5+ Generate Secret Key -&7 55L Certificates Retriever ﬂ’. Impork Key Pair E Import Certificate

Entry Name & Key Type Expire Date Last Madified validity
+ G digicert high assurance ev root R34 2048 Jul 26, 2014 9:15:15 PM Qck 27, 2011 10:47:24 AM Walid
B (3] irs [ ] Import CA Reply El i
k2 4 sampledsaverl [/ alid
# 8y sampledsavers Lookin: | ([ esr W (E3¢ alid
+ 4 samplemdzrsaverl Y /alid
-4y samplemdzrsaver3 & /alid
+ g samplemdsrsaver L MMy Recent Expired
+‘Eﬂ samplemdsrsaver3 Dacuments alid
*"Eﬂ sampleshalrsaverl = [/ slid
-85 sampleshalrsaver3 Lﬁ Exepired
w7 secure.del.icio.us Deskiop Fpired
My Documents
< > —
J
Key Pair details :_‘)g
Private Key Self| My Computer
@
> File: name: CAReplyZ2.p7r il
Fa My Metwork
Flaces Files of type: | pcs #7 Ca Reply Files 0, p7r v
. ply Fles (7t} |=5ampleD5AYer3 2]
Serial Mumber: Camman MName (CN): | SampleDSAverd
OxCBEBS
x @] Crganization Unit (OU): | SampleDSavers Unit
el e 8 Organization Mame (O): | SampleDSaver3 Unit
26 0ct 11 17:22:55 26 0ck 1217:22:55
Locality Hame {L):
Public Key:
State Mame (5T):
DSA 512 bytes Cpen
’ @

Lower Case Aliases | 11 entries (3 certificates, 8 key pairs, 0 secret keys), 1 selected

The steps and validations for importing a CA Reply and the order in which they are performed
in CERTivity® are as following:

« If the CA Reply contains only a single certificate, a valid certificates chain is attempted
to be established using the certificates present in the KeyStore in which the CA Reply
is being imported. If this is not possible, you will be prompted to take a decision if the
certificate from the CA Reply should be imported as it is or not;

« Ifthe CA Reply contains a chain of certificates, (or if the chain was created using existing
certificates) the chain is sorted to have the root certificate last and the user certificate
first (if this is not already sorted in this way);

CERTivity®'s KeyStore 58



CERTivity

« The chain is then verified for validity which means that for each certificate is checked
that its signature is verified by the public key of the certificate at the next higher level in
the chain and that its issuer is equal to the subject of the higher level certificate;

« Then, the chain is verified to belong to the entry for which it should be imported, which
means that the public key of the first certificate from the chain is tested to be equal to the
public key of the self-signed certificate from the KeyPair for which the import attempt is
performed. If the chain does not belong to this entry, the import process will stop and you
will be informed by an error message that the CA Reply does not belong to that entry.

The error message will contain the information "The public key of the CA Reply
does not match the public key of the key pair entry" asitcan be
seen in the screenshot below:

x|

AN

The public key of the CA Reply does not match the public key of the key pair entry,

« The next validation verifies that the top certificate of the chain is trusted, which means
that the certificate is searched in the KeyStore in which the import action takes place. If
found, then the CA Reply chain is trusted, and it will be imported in the selected KeyPair.
Else, a trusted root certificate will be searched for this chain in the KeyStore by verifying
if the signature of the top certificate from the chain is verified by any of the certificates
from the KeyStore. If found, the certificate is appended to the certificate chain, and the
updated valid and trusted certificate chain will be imported as the CA Reply. Else, you
will be informed that trust could not be established for the given CA Reply and you will
be asked to decide if the CA Reply should be imported or not.

For example, when importing a CA Reply which was created by some authority which is
not considered trusted relatively to the current KeyStore (its certificates are not present
in the KeyStore), you will be prompted with a warning message, informing you that the
CA Reply is either not valid or not trusted, and allowing you to import it anyway, or cancel
the action, as it can be seen in the screenshot below:

x|

! E
. The certificate chain from C& Reply is not valid or the bop certificates are not trusted, Do you
still want to impart the CA Reply?

A CA Reply file can be obtained by sending a CSR (Certificate Signing Request) to a
Certificate Authority, which will sign it and send back a CA Reply file (usually a file of the type
PKCS#7 CA Reply File, having the extension .p7r). Creating a CSR file can be done using
CERTivity® as it is described in the section Generate CSR File.

The CA Reply can also be obtained using CERTivity® to sign the CSR file, by performing
the following steps:
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« Select a KeyPair entry, and generate a CSR file (as described in the section Generate
CSR file). A CSR file will be obtained;

« Sign the CSR file obtained at the previous step. The process for signing CSR files is
explained in the section Signing CSR Files. The resulting file will be the actual CA Reply
file which can then be imported for the KeyPair for which the CSR file was generated;

< Import the CA Reply for the corresponding KeyPair entry.

5.24 Export Key Pair

In an opened KeyStore window, select the key pair entry and click on the right mouse button.
From the popup menu select Export > Export Key Pair action. The Key Pair will
be exported in the selected file. The Key Pair can be exported in PKCS #12 KeyStore
Files format. Also, a PKCS #12 password is required. While exporting a Key Pair, an error
might occur if the password length is too long - this has to do with the out of the box Java
Cryptography Extension (JCE) limited Strength Jurisdiction Policy Files.

A screenshot for the export Key Pair action is depicted below:

T
File Edit KeyStore Signatures ‘iew Tools Window Help
= e = ‘& g e a2, ¥ 815 ;
?EHq‘n‘%@H ¥ n B Xilz ¥g = X FR GBI o7 TME |
7 KS-keyStore-sample jks = [ 7/ PKCS12-KeyStare-Sample.pl2 x[ ) Windows Root CA KeyStore xl IIZI E] @
kil Change KeyStore Password ¥ 5 View | Convert KeyStore Type -y Generate Key Palr - Generate Secret Key Q‘; S5L Certificates Retriever ﬂ% Import Key Pair Import Certificate
Entry Name 4 Key Type Expire: Date Last Modified Validity
- E digicert high assurance ev root RS54 2045 Jul 26, 2014 2:15:15 FM Qck 27, 2011 10:47:24 AM walid
@[] jira RSA 4096, M .47.34
-y sampledsaver] DD Export Key Pair To File
= sampledsaverd D54 512 _ —
“m P Save in: |@ samples v‘ et EE
(- Sy samplemd2rsaverl RS54 103 =
= samplemndzrsavers R34 102 By certificates publickey
= " [ 2 o o PRCS #12 Passward
H-%y samplemdSrsaverl R34 102 ﬁ I osr 155 xml
o8y Private Key 7L =y Password; D
i Documents [ keypair
@[5 certificates Chain o
(-8 samplemdSrsaverd RS54 108 [ g d: Retype Password:
pi
- RS54 9521
(-8 sampleshalrsaverl Desktop ) privatekey
(-8 sampleshalrsaverd RS 102)
- [F] secure.del.icio.us R3A 102 v,
El ,/ File name: ‘axportKeyPair.plZ | [ Save ]
My Documents
Files of Eype:  pics #12 Keystore Files (*.pf *.p12) v| [ cancel |
< | ¥
Lower Case Aliases | 11 entries (3 certificates, & key pairs, 0 secret keys), 1 selected

5.25 Export Certificate Chain

In an opened KeyStore window, select the key pair entry and click on the right mouse button.
From the popup menu select Export > Export Certificate Chain action. The
Certificate Chain will be exported in the selected file, having the following formats:

« PKCS #7 Certificate Files;
« PKCS #7 Certificate Files (PEM encrypted);
e PKI Path Certificate Files.

5.26 Export Certificate

In an opened KeyStore window, select the certificate entry and click on the right mouse
button. From the popup menu select Export > Export Certifi cate. The certificate
will be exported in the selected file. The certificate can be exported in the following formats:
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X.509 Certificate Files;

X.509 Certificate Files (PEM encrypted);
PKCS #7 Certificate Files;

PKCS #7 Certificate Files (PEM encrypted);
PKI Path Certificate Files.

Note that certificates can also be exported from signed files or from a SSL source.
5.27 Export Public Key

In an opened KeyStore window, select the certificate entry and click on the right mouse
button. From the popup menu select Export > Export Public Key action. The Public
Key will be exported in the selected file. The Public key can be exported in the following
formats:

e OpenSSL;
¢ OpenSSL (PEM encrypted).

5.28 Export Private Key

In an opened KeyStore window, select the key pair entry and click on the right mouse button
- if the private key is not unlocked you will be prompted for the private key password. From
the popup menu select Export > Export Private Key action. The exported Private
Key type can be PKCS #8 (both binary and PEM) or OpenSSL - this is selectable from the
right side of the file chooser window. The exported key can also be encrypted (in this case
an encryption algorithm and a password must be provided) or not. For PKCS #8 one can
further chose to PEM encode the file, by using the File Chooser filter (Files of type: PKCS
#8 Private Key Files (PEM encoded) (*.pkcs8).

The Private Key will be exported in the selected file, having the following formats, depending
on the export Private Key Type and file chooser filter selection:

* PKCS #8 Private Key Files;
* PKCS #8 Private Key Files (PEM encoded);
e OpenSSL Private Key Files (PEM encoded).

The encryption algorithm is dependent on the selected export Private Key Type and
CERTIvity automatically changes this in the list.

Table 5.3. Encryption Algorithm for Private Keys

Type Encryption Algorithm
PBE_SHA1 2DES
PBE_SHA1 _3DES
PBE_SHA1 RC2_128

PKCS #8
PBE_SHA1_RC2_40
PBE_SHA1_RC4 128
PBE_SHA1_RC4_40
OpenSSL AES-128-CBC
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Type

Encryption Algorithm

AES-128-CFB

AES-128-ECB

AES-128-OFB

BF-CBC

BF-CFB

BF-ECB

BF-OFB

DES-CBC

DES-CFB

DES-ECB

DES-EDE-CBC

DES-EDE-CFB

DES-EDE-ECB

DES-EDE-OFB

DES-EDE

DES-EDE3-CBC

DES-EDE3-CFB

DES-EDE3-ECB

DES-EDE3-OFB

DES-EDE3

DES-OFB

RC2-40-CBC

RC2-64-CBC

RC2-CBC

RC2-CFB

RC2-ECB

RC2-OFB

A screenshot for the export Private Key action is depicted below:
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T
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e samplemdzrsaver3 R34 10 { 3 2o Private Key Type: () PRCS#8 (O OpensaL
-8y samplemdSrsaverl RS54 10) My Recent = jer Encrypt:
Private Key Daauments | keypair Encryption Algorithm: | PEE_SHA1_2DES v|
ﬁ' Certificates Chain = (3 keystore
(|_ Encryption Password: |oou |
8 samplemdStsavers R34 10 ) pdf :
8 samplashalrsaverl RSA 95 Desktop (3 privatekey Retype Password! |ewes |
By sampleshalisaverd R34 10 ; 1 publickey
E secure,del icio.us RSA 10|
My Documents il name: exportPrivatekey pkesa T

T;I E Files of type:

|~
|

Lower Case Aliases | 11 entries (3 certificates, & key pairs, 0 secret keys), 0 selected

5.29 Rename a KeyStore Entry
You can rename an entry contained in a KeyStore. There are more ways to do the renaming
action:
e using Edit Menu > Renane ;
 using the context menu (by clicking the right mouse button and then on Renane);
< using the Rename toolbar icon;
« use the keyboard shortcut, by default the F2 key (exactly as the Windows Explorer
renaming shortcut) or the CTRL+R combination.

Note that the alias will not be changed if the alias already exists in the KeyStore. An error
message will notify the user in this cases, so the user can give another alias.

5.30 Delete KeyStore Entry

You can delete an entry (either certificate, key pair or secret key) contained in a KeyStore.
There are more ways to do the deleting action:
e usingEdit Menu > Delete ;
« using the context menu (by clicking the right mouse button and then on Del et e);
 using the Delete toolbar icon;
< use the keyboard shortcut, by default Del et e key.
Note that a "Confirm Entry Delete" window will be displayed first, so the user has the

possibility to change his mind regarding the delete action. In case of the native Windows
Root KeyStore the OS will prompt for a native confirmation dialog as well.

5.31 Copy KeyStore Entry

You can copy KeyStore entries (Certificates, Key Pairs and Secret Keys) as well as
certificates part of a Key Pair's Certificates Chain into the clipboard. There are more ways
to do the copying action:
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using Edit Menu > Copy ;
using the context menu (by clicking the right mouse button and then on Copy);
using the Copy toolbar icon;

use the keyboard shortcut, by default CTRL+C key.

5.32 Cut KeyStore Entry

You can remove the currently selected entry from a KeyStore and place it in the clipboard.
There are more ways to do the cut action:

using Edit Menu > Cut;
using the context menu (by clicking the right mouse button and then on Cut );
using the Cut toolbar icon;

use the keyboard shortcut, by default CTRL+X key.

5.33 Paste KeyStore Entry

You can insert the KeySstore entry (including a Certificate part of a Certificates Chain)
from the clipboard in another KeyStore or even in the same KeyStore (an overwrite/rename
confirmation dialog is invoked in this case). The paste action is active when, in the target
KeyStore, the selection is not on a sub-entry, but on a main entry or there is nothing selected.
There are more ways to trigger the paste action:

using Edit Menu > Past e;
using the context menu (by clicking the right mouse button and then on Past e);
using the Paste toolbar icon;

use the keyboard shortcut, by default CTRL+V key.

In case the alias already exists in the KeyStore, the user has to choose between the following
actions:

Overwrite - in case of pasting a single entry and overwriting the existing entry;
Overwrite all- in case of pasting more entries and overwriting the existing entries;
Rename - in case of pasting a single entry;

Rename all- in case of pasting more entries;

Skip - in case of skipping the paste for a single entry;

Skip all - in case of skipping the paste of all entries.
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6. CERTivity®'s Signatures - Verify and Sign

6.1 Verify

Using CERTIvity, you can verify signatures for:
* JAR files;
o XML files;
« PDF files.

using Menu Si gnature > Verify command.

Note

You can use the examples provided in the distribution kit in doc/ sanpl es folder,
to test verify and sign features.

6.1.1 Verify JAR Signatures

When verifying a JAR sighature, a KeyStore entry can be selected for verifying the entry
certificates. In case there is no KeyStore selected, you can continue verification of the
JAR signature without checking the existence of the certificates from the jar entries in the
KeyStore. An error will be displayed if KeyStore file could not be loaded or if the KeyStore
password is wrong or the file is corrupt. A successful JAR file verification occurs if the
signature(s) are valid, and none of the files that were in the JAR file when the signatures were
generated have been changed since then. After the JAR signature verification operation, the
messages that will be displayed are:

« "The JAR file was verified."in case of successful JAR signature verification;
« "The JAR file was not verified."incase the JAR file has not a valid signature.

The embedded certificate can be viewed, exported into an external file or directly imported
into the active KeyStore.

P BEE|
File Edit KeyStore Signatures View Tools Window Help
F = = 5 ¥ ¥ W an
T O B @ ¥ g Xy U e e T R STaoD |
E| sampleDSAverl.cer x| |2 BKSKeyStore-Sample.bks x| (2] JCEkS-KeyStore-Sample.jce = | 5/ PKCS12-KeyStore-Sample.pl2® = E] @
) Change Keystore Password 45 Wiew [ Convert KeyStare Type 8-y Generate Key Pair 54 Generate Secret Key '{)'7 550 Certificates Retriever ﬁ". Import Key Pair @ Import Certificate
Entry Name & Key Type Expire Date Last Modified “alidity
® G digicert high R34 2045 Jul 26, 2014 9:15:15PM Feb 27, 2012 4:23:03 PM Walid La
H jira R34 4096 are _an 2012 4:23:03 PM Walid
G ] ‘ Yerification Results @|
# -8y sampledsaverl Lish 836 2012 4:23:03 PM Walid
wetification Status:
# -4y sampledsaver3 [i5h 512 2012 4:23:37 PM Yalid
&y samplemdzrsavert RiSh 1024 SEEireEE) 2012 4:2303 P valid
# -8y samplemdorsavers RS 1024 Verification Details: 2012 4:23:03 PM valid
4 &y samplemdSrsaverl R3A 1024 2012 4:23:03 PM Expired
-8y samplemdSrsavers RS54 1080 2012 4:23:03 PM Valid
48y sampleshalrsaverl R5A 952 2012 4:23:03 PM Valid
L e v riza amoa EREPre [ as
Key Pair details bedded a .
Private Key Entizztla Gl ios Al Self signed Certificate
SampleMDZR5AYer 1 (SampleMDZRIAVerL)
; Q Test an cuskom prakocol
Algarithmn: Key| A
DSA 51 E Get revocation status
-~
Figlds: F ] ion:
Wiew Certificate ] [ Export Certificate ] ormel Version:
EBase Generator @ | nxs78471B2 7ASCF44EES A4S CE147DEL .508 3
Prime Modulus P ||S030B71FD73DA179069832E2935630E10 Sl
erial Humber:!
Private Key Value O=CEEBS
Walid from: ko b
~ >
Case Aware Aliases | 11 entries (3 certificates, 8 key pairs, 0 secret keys), 1 selected
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Note

You can use JAR examples provided in the distribution kit in doc/ sanpl es/ | ar
folder, to test the verify JAR features.

6.1.2 Verify XML Signatures

XML signatures can be used as authentication credentials or as a way to check data
integrity. XML signatures can be applied to XML file, HTML pages, gif files, XML-encoded
data. When validating an XML signature, an XML file must be chosen first. If there is no
certificate embedded, the certificate identified by the current selected entry is used to validate
the XML signature.

After the XML signature verification process, the messages that will be displayed are:
 "File not signed. "in case the XML file was not signed;
e "Signature is invalid."incase the XML file signature is not valid;
e "Signature is valid."in case the XML file signature is valid. The trusted state of
the embedded certificate is not checked.

If the certificates are embedded these will be shown under the "Certifi cates detail s"
panel and details can be viewed or Certificates exported or directly imported into the active
KeyStore.

Eile Edit KeyStore Signatures Wew Tools MWindow Help
= = > B T
TG D@ EEX e ]S
E| sampleDSaYerl.cer x] 3 BE3-KeyStore-Sample,bks xT 3| JCEKS-KeyStore-Sample.jce x] 7 PKCS12-KeyStore-Sample.plz® x] \EIIE]@
4 Change KeyStare Password 45 View | Convert KeyStore Type -y Gengrate Key Pair - Generate Secrat Key ‘)f; S5L Certificates Retriever E’. Import Key Pair @ Import Certificate
Entry Name & Key Type Expire Date Last Modified Validity
El digicert high R34 2043 26,07.2014 21:15:15 27.01.2012 15:50:38 Walid A
El jira R34 4096 29,03.2033 15:29:49 27.01.2012 15:50:38 Walid
@y sampledsaverl D54 896 26, 10,2012 17:43:03 27.01.2012 15:50:38 Walid
- DsA 512 s e
o GG @ Verification Results &|
-y samplemdZrsaverl RSA 1024 —
Werification Status:
-y samplemdZrsaver3 RSA 1024 - -
Ay samplemdSrsaver] RSA 1024 |S\gnature is walid. [Walidation dane with embedded certificate] |
-8y samplemdSrsaver3 RSA 1080 Verification Details:
-8y sampleshalrsaverl R35A 952
-8y sampleshaltsavers RSA 1024 =
Key Pair details
Private Key
Embedded Certificates details:
Algorithm: Kt
A N [sampleMDzRSAYer] (SamplaMDZRSAver 1) =
o | -
Fubiject [ Issuer (self signed
Fields: C=S5ampleDSAVer3 Unit, oL
I Wiew Certificate ] I Export Certificate ]
| Base Generator G |axe72471B27A5CF44E] Comman M
Frime Modulus P || 44F0SA4 34DE436931D)
. Crganization
SubPrime G 7ALA179069B32E293E
Private Key Yalue ||SC416BS0BETI4CAS Organization N
|26 Oct 11 17:22:55 | |26 Oct 12 17:22:55 |
Lacality b—
Public Key:
D5A 512 bytes | [Copen | SEBh
Cr
Signature Algarithm:
D54 L
w < | >
Case Aware Aliases | 11 entries (3 certificates, 8 key pairs, O secret keys), 1 selected

Note

You can use XML examples provided in the distribution kit in doc/ sanpl es/ xm

folder, to test the verify XML features.
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6.1.3 Verify PDF Signatures

The Portable Document Format (PDF) allows to digitally sign a document by inserting
a cryptographic signature value in the file. A signature is in most cases represented by
a signature field containing the name and other attributes of the signer. When verifying
a PDF signature, a PDF file must be chosen first. The digital signatures CERTivity
understands for PDF verification are the public/private-key encrypted document digest
with the standard SubFilter values adbe. x509. r sa_shal, adbe. pkcs7. det ached, and
adbe. pkcs7. shal. The exact specified handler (the Fil ter value) is ignored when
verifying the signature according to the PDF Reference “An application may substitute a
different handler when verifying the signature, as long as it supports the specified SubFilter
format.”

After verifying the PDF signature, a dialog called "Veri fi cati on Resul t s"is presented
for the Document containing the global document status and details for each Signature found.
The global Verification Status can be one of:

* "Fil e not signed."in case the PDF file was not signed;

« "At |east one known signature is invalid."in case atleast one of the
supported (known) PDF file signature is not valid;

« "All known si gnatures are valid. "incase all of the supported (known) PDF file
signatures are valid according to the sub-filter values and algorithm (including the digest
being recomputed and compared with the one stored in the signature). The trusted state
of the embedded certificates is not checked.

« "Unknown. " in case the document is containing only unsupported SubFilters.

For each signature recognized in the document, you can see the signer details, such as
name, location, reason, date, certificate, signature verification status and verification info. The
embedded certificate of each signature can be viewed and even exported into an external file.

A Verbose text report can be analysed (Show Det ai | s) revealing the reason why, for
example, some signatures are not valid, or revealing the value of the SubFilter/Filter. This is
especially useful to observe the details for invalid cases as many information is logged. For
example, according to the adbe. pkcs7. shal SubFilter the signature process involves two
digests - the SHAL digest of the byte range which is encapsulated in the PKCS#7 signed-
data field with Contentinfo of type Data, and then this signed-data field is digested and signed
according to the PKCS#7 standard. So there are two digest verified, and if one of these fails
the validation fails, and this could be visible by inspecting the Details section, for example:

The cal cul ated SHA1 Message Digest coincides with the encapsul ated
PKCS#7 signed-data field. Continuing the signature verification
procedure. Digest Msmatch [nmessage-di gest attribute val ue does not
mat ch cal cul at ed val ue].

Although a signature may not be valid, the View Certificate/Export Certificate/Import to
KeyStore options can be available in many situations (usually if preliminary validation passes)
as long as the certificate is embedded according to the PDF standards. For example, in the
case above where the second message-digest mismatch the embedded certificate can still
be viewed/exported/imported to KeyStore.
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Edit

T Elqg% 5

File KeyStore  Signatures

View Tools ‘Window Help

¢ ¥ EEX

Hok

3 '—IS“"E@E%?

Wi

) Windows Root CA KeyStore x]EldeliciUus.cer x] 3 UBER-KeyStore-Sample, ubr xl =) JCEKS-KeyStore-Sample.jce x}

2/ Change KeyStore Password {5 view | Conwert KeyStore Type &g Generate Key Pair 5+ Gepa

E Import Certificate

¢ | IS Verification Skatus: ‘S\gnature is walid.

Verification Infa:
Key Pair details erification Info; |

Entry Expire Date Document:
u ! - . Document Mame: ‘S\gnedPDFwwthADBE_XSDQ_RSA_SHA.de | a
¢ hmacshaS12-secretkey Secretkey ) : ]
fra RS 4096 Mar 23, 2033 3:29:43 P Verification Status: ‘AII kniown signatures are valid, |
s re2-secretkey Secretkey Werification Info: ‘The document contains a single known signature which is v.l
&y sampledsaverl DsA 898 Qct 26, 2012 514303 PM
oy sampledsavera DSA 512 Oct 26, 2012 5:22:55 p | | Slanatures:
= 8y samplemdzrsaverl RSA 1024 Ok 26, 2012 5011134 P || SampleMDZRSAVer] (SampleMD2RSAVer 1) v|
Fige Private Key Mame: ‘EduLib |
3 Certificates Chain
Location: |Rs i
[E sampleMpzrsaver1 scation; | Romaniz |
-8y samplemdzrsaver3 RSA 1024 Qct 26, 2012 5:15: 16 FM Reason: \Test signing POF with ADBE_X509_R3A_3HA1 |
&y samplemdSrsaverl RSA 1024 Feb 29, 2012 6:12:25 PM Date: [october 27, 2011 12:15:46 PMFET |
R5A 1080 Qct 26, 2012 511559 PM
“on. semplemdSrsaverd e Certfficate: |SampleMDZRSAVerL (SampleMDZRSAVer 1) |
8 sampleshalrsaverl R3A 952 Ock 26, 2014 6113112 FM |

Self Signed Certificate

Private Key

E Test on custom protocol E iGet revocation skatus

i Hide Details <<

Format:

view Certificate ][ Export Certificate ]

Yersion: Details:
[x509 | 2 | | [Pocument s not encrypted. ~
X Document version: 1.4 =
Serial humber: Signature dictionary Found.
0%S6007 E MName=C0355tring{Edulib}
| | .B Modified=C055tring {01 201110271215464+03'00%
valid Fram: lize Signature Name.: Edulib |
The Length of Signed Conkent is: 622865
26 0t 11 17001234 | |28 00t 12 17:11:34 || |tenath of Signature: 18345
Found filter named: Adobe.PPKLite.
Puhlic Key: Signature bype (SubFiter) detected: adbe.x509 rsa_shal
| ekt oF FerkMabs: BG5S ]
|Rsa 1024 bytes [ open | < | 5

Signature Algorithm:

MD2AWithRSAEncryption

sl | A e

v

Case Sensitive Aliases

22 entries (3 certificates, 8 key pairs, 11 secret keys), 1 selected

Note

You can use PDF examples provided in the distribution kit in doc/ sanpl es/ pdf

folder, to test the verify PDF features.

Note

Verifying the signature of a PDF which is encrypted is not supported.
6.2 Sign
6.2.1 Signing JAR Files

In order to sign a JAR file, make the following steps:

« select a KeyPair from the KeyStore tree table;

« either choose the main menuSi gnatures > Sign > JAR fil e or the contextual

menu Si gn > Jar file;

< unlock the KeyPair if requested by providing its password;
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» select the JAR file that will be signed;
< complete the signature information:
1. signature file name;
2. digest algorithm:
* MD2 (reference can be found in RFC 1319);
« MDS5 (reference can be found in RFC 1321);
* SHAl(reference can be found in FIPS 180--3);
3. signature algorithm - SHA1 with DSA,;

4.checkthe "Add full manifest digest attribute"optionin case youwant
this attribute to be added at the signature;

The signed JAR file can be overwritten or can be saved in an other location, according to the
options selected in the "Fi | e Savi ng Opti ons" area.

D d bfce sity/application/targe e fi do amples/keystore/PK KeyStore-Sample.p RTivi |
File Edit keyStore Signatures View Tools Window  Help
L= = 5 % B 89
T GOl D@ W EEX L S
sampleDSAYer],cer xl 3| BKS-KeyStore-Sample.bks x] 3 JCEKS-KeyStore-Sample.jce xl 7| PKCS12-KeyStore-Sample.p12* xl |IE| E] @
kil Change KeyStore Password 'f; view | Convert KeyStore Type -y Generate Key Pair 54 Generate Secret Key ;53- SeL Certificates Retriewer ﬂ}i Import Key Pair @ Impart Certificate
Entry Name & Key Type Expire Date Lask Modified Walidity
& digicert high assurance ev root ca R4 2048 Jul 26, 2014 2:15:15 PM Feb &, 2012 2:03:22 PM Walid L]
w5 fira RSA 4036 .
F-8y sampledsaverl N @ Choose File To Sign X
[+-8y sampledsaverd D5A 512 Look in: |@ jar V‘ = EE
(-8 samplemdZrsaver] RSA 1024 - ) ; )
B0y samplemdzrsaver3 nSA 1024 Y j ru—:ﬂjh RS E Signature Information:
l—\b" 4] signed_MDZ_R3A.jar Signature File Kame: |sampledsaver3
- lemdSt 1 R34 1024
-8y samplemdsrssver My Recent i] signed_MDS_RSA, jar . .
()-8 samplemdSrsaver3 R5A 1080 Documents ﬂ signed_SHAL RS jar Signature Algorithm: | SHA.1 With D3A v
[#-8-y sampleshalrsaverl R34 952 = Digest Algorithm:
- fy sampleshalrsavers R 1024 [+] &dd Full manifest. digest attribute o]
Deskto
Key Pair details 2
Private Key - File Saving Cptions:
(%) Overwrite current file
Algorithm: Key Size: My Documents @ Smetoarn il fem— e
|psa | [pr2 - =
i ‘ | uer (self signec
Fields: My Camputer SAver3 Unit, Ol
N File: name:! |ro-edulib-cm-core.jar ‘ [ Sign JAR file ]
| Base Generattr G | gxe7247lEZ7ASCF44EES LAl e ) Carmman f
Prime Modulus P || 44F054434D6486931D2D14 Files of type: [ 4R Files {* jar) v Cancel
SubPrime G T3DALTI0GIBIZEZI 35630 Crganization
Frivate Key Valu | SC41EESOBETS40A4 Gty to: Crganization N
[sso1117:2285 | [soct1z17izzes |
Locality P—
Public key:
D State I
D54 512 bytes | [Copen | o
L]
Signature Algorithm:
DSA v
¥ < | >
Case Aware Aliases | 11 entries (3 certificates, 8 key pairs, O secret keys), 1 selected

Note

You can use JAR examples provided in the distribution kit in doc/ sanpl es/ | ar
folder, to test the sign JAR features.

6.2.2 Signing XML Files

In order to sign an XML file, make the following steps:

« select a KeyPair from the KeyStore tree table;
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« either choose the main menuSi gnatures > Sign > XM fil e or the contextual
menu Sign > XM fil e;

« unlock the KeyPair if requested by providing its password;
« select the XML file that will be sign;
« complete the signature options:

1. signature type:

« enveloped - the signature applied over the XML content that contains the
signature as an element.

« enveloping - the signature applied over the content found within an Object
element of the signature itself.

« detached - the signature applied over the content external to the Signature
element, and it can be identified by way of a URI or a transform.

2. digest algorithm:
* SHA1L;
* SHA256;
* SHA512;

3.check "Attach key information to signature" and "Attach
certificate information to signature"incase youwantto attach those
information to the signature.

The signed XML file can be overwritten or can be saved in an other location, according to
the options selected in the "Fi | e Savi ng Options" area.
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0 e UBER KeyStore AE
File Edit KeyStore Signatures Wiew Tools ‘Window Help
= = = ] e
iR DE B EX L S
2| Windows Root CA KeyStore x [ El delicious cer x] 7/ UBER-KeyStore-Sample, ubr x[ 7 JCEKS-KeyStore-Sample. joe x} \IZ\ E] @
3 Change KeyStore Password 4 5) view | Convert KeyStore Type  ®-y Generate Key Pair 5+ Generate Secref Key 3& 551 Certificates Retriever ﬂ'. Import Key Pair Import Certificate
Entry Name & Key T 3
o @ Sign XML File X =
- g hmacsha3gd-secretkey Secref — — ~
g hmacshaS1Z-secretkey Secret Lookin: |[h xml V‘ Fj‘\\
El jira R3A 4 Y Signed_Detached _SHAL_Exclusive.xml Signakure Options:
g re2-secretkey Secre ! Signed_Detached_SHA1_Inclusive xml RS Erweioped 3
-y sampledsaverl D34 & My Recznt Signed_Enveloped_SHAL_Exclusive.xml
-8y sampledsaverd Dsa s Documents Signed_Enveloped_SHAL_Indusive.xml Digest Algorithm: SHAL b
=&y samplemdzrsaverl R34 1 = Signed_Enveloping_SHA1_Exclusive.xml Canonicalization Algarithm:
Lay private Key |. Signed_Enveloping_SHA1_Inclusive,xml l:l
=[5 Certificates Chain Desktop ol Unsigned il Athach Kew Ta Sianaks
g ach Key To Signature:
[ (Z] SampleMDaRSAYer
4. samplemdzrsaverd R3A L __J Attach Certificate Ta Signature:
4. samplemdSrsaverl R3A 1 My Documents
g samplemdSrsaverd RSA 1 File Saving Options: B
-89 sampleshalrsaverl R3A 29 5}}! (%) Overwrite current file 2
[ R nn b
< | - () Save to a new Fle
— — My Computer
Key Pair details . | |
Private Key ‘g
Algatithm: Key Size! Iy Metwork
|Rsa | (1024 Places =
File name: |Unsigned.xm\ | [ Sign XML file ]
Figlds: Files of typs: |><ML Files {*.xml} vl [ Caneel ] [l
| Madulus 0x809F077855E9 et D2F
Private Exponent || 36C137336CE01BEEE187 0xSE007 Lo . .
Public Exponent | 64D5867658A2 4AB3FAZE | | -j Organization Unit (0L} | SampleMDZzF
CRT Cocfficient || 7FEFFET477ES571BAOCE “alid From: to: BN (e () :SampleMDZF
Prime Exponent p | 1E0059DSE0SZDOBEEDAE |26 ot 11 17111134 | [zociz17ania4
OFS8CDESBEZTZ0ZFDTZESE '
Prime Exponent G Locality Marme (L):
& Tl SE166FDECCF330FE2F77 Fublic key:
rime Modulus g
= 2437AD7AEARRFZCZTTAA |Rs,q 1024 bytes ‘ [ Open ] State Name (3T): L4
4B3A343B5E4DDF3738CC
0ADFE024533BEE3C44ELS _ Signature Algarithrn: Sl ()
AEDS0EE3B47301737001
Email (E):
EEE 45D E46 445 EA4CIIRE MDZWIthRSAENCryption ® |:
E44CEZCO0CESEDEESD |
v & \ 8
Case Sensitive Aliases | 22 entries {3 certificates, 8 key pairs, 11 secret keys), 1 selected

Note

You can use XML examples provided in the distribution kit in doc/ sanpl es/ xn
folder, to test the sign XML features.

An

example of using the XML signature is for signing PAD files. PAD is the Portable

Application Description file in which an author provides product descriptions and
specifications for online sources in a standard way. PAD signing provides a mechanism by
which PAD file consumers can ensure that PAD files are authentic.

The steps for signing a PAD file using CERTivity are:

» create an XML PAD file according to the standards;

» create a new PKCS12 keystore;

« generate a key pair for which the organization name of the certificate to match exactly
with the company name or the first and last name defined in your PAD file. Add Extended
Key Usage extension (Code Signing) and Key usage extension (Digital Signature) to

the certificate;

 sign your XML PAD file using this keystore.
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6.2.3 Signing PDF Files

CERTivity can digitally sign by public/private-key encrypted byte range digest a
PDF document, supporting the standard SubFilter values adbe. x509.rsa_shal,
adbe. pkcs7. det ached, and adbe. pkcs7. shal. The signature supported by CERTivity
is of document (or ordinary) type (according to the PDF Reference, version 1.7) and without
a visual representation. The name of the signature handler (Fi | t er) is Adobe. PPKLi t e.
Multiple signatures can be applied incrementally. The signature process is currently not
conditioned by the existence of other signature types or by any post-signing changes
(Doc NDP).

In order to sign a PDF file, make the following steps:

« select a KeyPair from the KeyStore tree table;

« either choose the main menuSi gnatures > Sign > PDF fil e or the contextual
menu Si gn > PDF fil e;

« unlock the KeyPair if requested by providing its password;
 select the PDF file that will be signed;
« complete the signature information:

1. Signer Name;

2. Signer Location;

3. Signer Reason;

4. select signature SubFilter - standard value that represents the encoding to use
when signing the PDF file:

e adbe.pkcs7.shal - The adbe.pkcs7.shal digest of the byte range is
encapsulated in the PKCS#7-signed data field;

» adbe.pkcs7.detached - No data is encapsulated in the PKCS#7-signed data
field;

« adbe.x509.rsa_shal - The adbe.x509.rsa.shal digest uses the RSA encryption
algorithm and SHA-1 digest method. This SubFilter is available only for RSA
KeyPairs.

The signed PDF file can be overwritten or can be saved in another location, according to the
options selected in the "Fi | e Savi ng Opti ons" area.
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[E] digicert high el @ Choose File To Sign r'?q ~
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&y sampleshalrsaverl RS4 952 Desktop —
&y sampleshalrsavers RSA 1024 . Signature Subfilker: ha w
Key Pair details // File Saving Options: b
J adbe, %509 rsa_shal
Private Key My Docurnents
B () Overwrite curre adbe. pkesT. detached
Algorithm: jj}g () Save to a new file
‘RSA My Computer | ‘
" ~
Fields: = | | [ ]
File: name:! UnsigredPOF . pdf Sign PDF file
| moduius OxeFEFlOceaaEapEar] My Metwork
Private Exponent ||241EA595211ESBSCEL Flaces Files of type: |PDF Files (*.pdF) vl [ Cancel ]
Public Exponent || 1845EBD35A3F2ZF3734
CRT Cosfficient ||5P1ASEEDSSESEFSDCOSEDZE637377584E01292 4ABC188E49AB89187EF [oxz
Prime Exponsnt P valid From: to: L3
Prime Exponent Q
- 26 0ct 11 17:15:06 | [z8 oct 12 17:15:
Frime Modulus P =
Ptime G Public Key:
[RSA 1024 bytes | [Copen |
Sinmatiire Alaarithrn: 2
v < | ¥

Case Aware Aliases | 11 entries (3 certificates, B key pairs, O secret kevs), 1 selected

Note

You can use PDF examples provided in the distribution kit in doc/ sanpl es/ pdf
folder, to test the sign PDF features.

Note

Signing a PDF which is encrypted is not currently supported. Signing a PDF
containing xref-streams is not fully supported and for example the size of the
generated signed PDF could become much too large and the time for processing is
pretty expensive. A warning message is presented if xref-streams are detected, with
the option to continue the signing procedure.

6.2.4 Signing CSR Files
In order to sign a CSR file, make the following steps:

« select a KeyPair from the KeyStore tree table;

« either choose the main menu Si gnatures > Sign > CSR fil e or the contextual
menu Sign > CSR file;

« unlock the KeyPair if requested by providing its password;
» select the CSR file that will be signed;

select a file where to save the CA Reply.

The certificate details from the CSR will be shown in a new opened dialog requiring to provide
a Serial Number and double checking the validity period. Additionaly, when signing the CSR
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file, certificate extensions can be added to the certificate that will result in the CA Reply.
Adding the extensions can be done in the same way as it is done when creating a self signed

certificate when generating a new key pair (please see "Gener at e Key Pair" and "Add
Ext ensi ons To Certifi cate" chapters for more details).

The dialog that allows adding extensions when signing a CSR can be seen in the screenshot
below:

-
Sign CSR File =
Keys:

Algorithm: (@) RSA DSA

Key Size: 1,080 |5
Certificate:

Add certificate information > Add certificate extensions

Certificate Info | Certificate Extensions

. extensions

- || Basic Constraints [c1
L@ IsCA

- @ Key Usage [C]

=I- |, Authority Key Identifier Key Identifier |14953A1EDSES3634B6BF6E0I3BCAFCDC45250CE5

:

Autharity Certificate Issuer Set value

. General Name

- |, Directary Name (@) 160-bit hash

L@ Common Name ) 64bithash

# Organization Unit

‘- # Organization

" # Authority Certificate Serial Number

-~ @ Subject Key Identifier

View As XML ] [ Load Extensions ] [ Save Extensions

[ 0K ][ Cancel ][ Help ]

Using the information mentioned above (Serial Number, Extensions, and the information
colected from the CSR), the CSR file will be signed generating a CA Reply.

Note

You can use CSR examples provided in the distribution kit in doc/ sanpl es/ csr
folder, to test the sign CSR features.
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7. FAQ

7.1 How to Install the Unlimited JCE Jurisdiction Policy?

If you exported your PKCS#12 / Uber KeyStore file from your browser and used a
password that is greater than 7 characters, you may need to download and install the Java
Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files so you can read
the file.

This is a matter of U.S. policy and U.S. export controls (not due to technical reasons).

You can download the required files from:

« http://www.oracle.com/technetwork/java/javase/downloads/jce-6-
download-429243.html [http://www.oracle.com/technetwork/java/javase/downloads/
jce-6-download-429243.html].

In order to install Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy
Files, follow the steps:

1. Download the unlimited strength JCE policy files;

2. Uncompress and extract the downloaded file - this will create a subdirectory called
jce;

3. Install the unlimited strength policy JAR files:
« the standard place for JCE jurisdiction policy JAR files is: <j ava- home>/1i b/
security [Unix] or <j ava- hone>\1i b\ security [Win32]
7.2 Which Are the Available KeyStores Types in CERTIivity Application?

The available KeyStore types are:
 jks - Java KeyStore (Oracle's KeyStore format);

» pkcsl2 - Public-Key Cryptography Standards #12 KeyStore (RSA's Personal Information
Exchange Syntax Standard);

 jceks - Java Cryptography Extension KeyStore (More secure version of JKS);
* bks - Bouncy Castle KeyStore (Bouncy Castle's version of JKS);

¢ uber - Bouncy Castle UBER KeyStore (More secure version of BKS);

* Windows Root CA KeyStore;

* Windows User KeyStore.

7.3 Sometimes the Entry Name (Alias) Changes its Case

For UBER KeyStore (Bouncy Castle UBER KeyStore) as well as in PKCS12 KeyStore, the
alias name is case sensitive. For other types of KeyStore, the alias name is not case sensitive.

So, when converting from UBER or PKCS12 to other type of KeyStores, or when moving an
entry from a UBER or PKCS12 type KeyStore to an other, the alias hame will be changed
to lower case.

7.4 Fonts too large

If the system font is too big, on some platforms the application is not rendering well out of
the box - especially text is getting out of the editing fields.
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If you encounter such a case and you are not using Gnome as a Desktop Environment you
can edit the file ${certivity_honme}/etc/config/certificates.conf and under
the option def aul t _opt i ons modify the parameter - - f ont si ze <si ze>.

The default out of the box value for si ze is 11 points at a 72 DPI .

If you are using Linux and Gnome as a Desktop Environment, the default GTK Look and
Feel is ignoring the font size specified via the Java command line arguments, as well as any
possibility of specifying the font from Java. If this is your case, the options you have are either
to set the Gnome system font size to a smaller value or to use the Metal Look and Feel.

To change the font settings in Ghome, use the appropriate menu item in the Gnome menus.
The menus differ depending on the OS distribution and version. In recent Gnome releases, it
is usually: System > Preferences > Appearance, tab Fonts, row Application font, for the font
size continuing with the Details section from the same Fonts tab, then Resolution box for
the DPI if needed.

You can switch to the Metal or Motif Look and Feels by
editing the file ${certivity hone}/etc/config/certificates.conf and
adding under  the option defaul t _options the parameter - -1 af
j avax. swi ng. pl af . met al . Met al LookAndFeel .

7.5 Where is the Help Window on MAC OS?

On MAC OS platforms, the help window might be positioned behind some of the application
windows (e.g. dialog windows). In this case, you can move the application window out of the
help window in order to be able to read and use the Java Help, or minimize the help window
and reopen it.

7.6 Having rendering issues?

In case CERTIivity KeyStores Manager has graphical or rendering issues such as:
* incorrect repaints;
* non-viewable text and buttons;
* incorrect rendering windows;
 black pop-up windows;
« even system crashes for certain system configurations.
Then you need to customize how the 2D painting system operates. For example some of the

the rendering issues are due to an incompatibility between Java, Windows DirectDraw and
the Video card and are generally affecting any Java Desktop application on that machine.

Oracle (Sun) has some parameters available for fixing the incorrect rendering, for the
Windows and DirectDraw case they are :

< ddoffscreen used to turn off the Java 2D system's use of DirectDraw and Direct3D for
offscreen surfaces;

e noddraw used to turn off the Java 2D system's use of DirectDraw and Direct3D
completely;

e d3d used to turn off the Java 2D system's use of Direct3D.
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For the whole list of switches there are more details on http://docs.oracle.com/javase/7/docs/
technotes/guides/2d/flags.html  [http://docs.oracle.com/javase/7/docs/technotes/guides/2d/
flags.html].

When experiencing rendering problems on Microsoft Windows systems, a
good solution is to deactivate DirectDraw. Try to set the following
parameters (properties) -J-Dsun.java2d.ddoffscreen=false -J-Dsun.java2d.d3d=false -J-
Dsun.java2d.noddraw=true

in the file ${certivity.nome}/etc/certivity.conf(.sh) from the CERTIivity installation directory
(default for the JRE installer case is C:\Program Files (x86)\EduLib\CERTivity 1.0\etc
\certivity.conf) under the default_options directive. For safety reasons do a backup of that
file before editing.

Edit the file so that the default_options line becomes:

default_options="--branding certivity -J-Xms128m -J-Xmx256m -J-
Dsun.java2d.ddoffscreen=false -J-Dsun.java2d.d3d=false -J-
Dsun.java2d.noddraw=true --fontsize 11"

Make sure it remains a single line (i.e. no line terminator inside) and save the file. Close
CERTivity and then restart it.

7.7 Why do | get an "Access Denied" error when trying to save a KeyStore to afile located in
Program Files?

In Windows 7, saving or modifying files located in the Windows special folders (such as
Program Files, Program Files (x86), etc.) may require your permission due to the User
Account Control (UAC) function. The UAC function should ask for your permision any time a
program wants to make a major change to your computer, and does not allow modifying or
writing the files into the specified directory if the permision is not granted.

In many applications, saving to or modifying files from the special directories leads to an
"Access Denied" error, due to the restriction imposed by the UAC. That is why, when trying
to save a KeyStore or export a Certificate or Private / Public Key to a file located in one of
the Windows special folders you might get an "Access Denied" type error.

To avoid this from happening, you can try setting the UAC function to a lower level or turning
it off. A detailled decription about the UAC settings and the potential impact of each setting on
the security of your computer can be found at http://windows.microsoft.com/is-1S/windows7/
What-are-User-Account-Control-settings. To find out how to turn off the UAC function you
can find more information at http://windows.microsoft.com/en-US/windows-vista/Turn-User-
Account-Control-on-or-off. Also, if you don't want to modify the UAC function settings or to
turn it off, you can try to save the files to a different folder where writing to files is not restricted.
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8. License Agreement

This EULA (End User License Agreement) is a legal agreement between you (either an
individual or an entity), the end user, and EduLib S.R.L. for the use of CERTivity KeyStores
Manager Software, its enhancements/derivatives and all supporting documentation (the
"Software"). PLEASE READ THIS EULA CAREFULLY BEFORE COMPLETING THE
INSTALLATION PROCESS AND USING THE SOFTWARE. By obtaining the Software, you
agree to comply with the terms and conditions of this license. Installing and using the Software
will signify your agreement to be bound by these terms and conditions. If you do not agree to
these terms and conditions, do not continue installing the Software or do not continue using
the software and destroy all its copies.

This is a license agreement and not an agreement for sale.

8.1 Definition
¢ "EduLib" means EduLib S.R.L.;

« "Software" means the executable code of CERTIivity KeyStores Manager Software, its
enhancements/derivatives and all supporting documentation;

« "Agreement" means this End User License Agreement;

« "License" means the permission granted by EduLib to use the licensed Software product.
8.2 Grant of License
The Software product is owned by EduLib. It is licensed, not sold.

The Software product is protected by copyright laws and international copyright treaties, as
well as other intellectual property laws and treaties. EduLib reserves all intellectual property
rights, including copyrights and trademark rights.

This License permits you to use a single copy, or multiples copies if you are the only user of
the Software product identified above. According to your order, the Software is licensed as
a single product, to an individual user for Single User License, or group of users for Multi-
User License. This Agreement requires that each user of the Software be licensed, either
individually, or as part of a group. A Multi-User License provides for a specified number of
users to use this Software at any time. This does not provide for concurrent user Licensing.
Each user of this Software must be covered either individually, or as part of a group Multi-User
License. The Software is in use on a computer when it is loaded into the temporary memory
(i.e. RAM) or installed into the permanent memory (e.g. hard disk) of that computer. This
Software may be installed on a network provided that appropriate restrictions are in place
limiting the use to licensed users only.

Backup Copy: You may make copies of the Software product and the Software product
License as reasonably necessary for the use authorized above, including as needed for
backup and/or archival purposes. No other copies may be made. Each copy must reproduce
all copyright and other proprietary rights notices on or in the Software product.

The above apply for: Trial License, Standard License and Professional License of the
Software.

8.3 Restricted Use for Evaluation

This Software product can be used in conjunction with a free evaluation Software License.
During the evaluation period, EduLib grants you a limited, non-exclusive, non-transferable,
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non-renewable License to copy and use the Software for 30 days evaluation purposes only
and not for any commercial use. At EduLib discretion, EduLib may provide limited support
through email or discussion forums at EduLib web site. Evaluation Software has been limited
in some way either through time outs, restricted use or evaluation warnings. EduLib bears no
liability for any damages resulting from use (or attempted use after expiration) of the Software
product, and has no duty to provide any support before or after the expiration date of an
evaluation License.

On or before expiry of the evaluation period you may pay a License fee to obtain the right to
use the Software for extended use. If you do not pay such a fee you must destroy all copies
of the Software.

8.4 Support Services

EduLib may provide you with support services related to the Software product according to
your order.

Any supplemental software code or related materials that EduLib provides to you as part
of the support services, in periodic updates to the Software product or otherwise, is to be
considered part of the Software product and is subject to the terms and conditions of this
Agreement.

With respect to any technical information you provide to EduLib as part of the support
services, EduLib may use such information for its business purposes without restriction,
including for product support and development. EduLib will not use such technical information
in a form that personally identifies you without first obtaining your permission.

Technical support is provided via electronic mail at the following address: support@edulib.ro
[mailto:support@edulib.ro] . EduLib will use its best efforts to provide you with technical
support within 2 working days of your request. Please check our web site to find our latest
contact information.

8.5 Refund
Even if the Software is provided free of charge during the Trial Period to allow potential
customers to evaluate and test it before paying the License fee, EduLib allows for 30 days
money refund.

8.6 Restrictions

You may not use, copy, or distribute the Software product, except as granted by this
Agreement, without written authorization from EduLib.

You may not tamper with, alter, or use the Software product in a way that disables,
circumvents, or otherwise defeats its built-in licensing verification and enforcement
capabilities.

You may not remove or alter any trademark, logo, copyright or other proprietary notice,
legend, symbol or label in the Software product.

You may not modify or create derivative copies of the Software License.

You may not reverse engineer, decompile, defeat License encryption mechanisms, or
disassemble the Software product or the Software License Key (File).
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You may not modify the Software or create derivative works based upon the Software.

You may not rent, lease, lend, or in any way distribute or transfer any rights in this Agreement
or the Software product to third parties without EduLib's written approval, and subject to
written agreement by the recipient of the terms of this Agreement.

8.7 High Risk Activities

The Software product is not fault-tolerant and is not designed, manufactured or intended
for use or resale as on-line control equipment in hazardous environments requiring fail-safe
performance, in which the failure of the Software product, or any software, tool, process, or
service that was developed using the Software product, could lead directly to death, personal
injury, or severe physical or environmental damage ("High Risk Activities"). Accordingly,
EduLib and its suppliers and licensors specifically disclaim any express or implied warranty
of fithess for High Risk Activities. You agree that EduLib and its suppliers and licensors will
not be liable for any claims or damages arising from the use of the Software product, or any
software, tool, process, or service that was developed using the Software product, in such
applications.

8.8 Third Party Rights

Any software provided along with the Software that is associated with a separate license
agreement is licensed to you under the terms of that license agreement. This license does
not apply to those portions of the Software. Copies of these third party licenses are included
in all copies of the Software.

8.9 Laws and Regulations

According to the EU Export regulations, the Software is not classified as a dual use 5D002.c
product as all its functionalities qualifies it for the exceptions from category 5A002.a.1, which
means no export control because actually the product is not a dual use one according to the
EU COUNCIL REGULATION (EC) No 428/2009 of 5 May 2009. This conclusion was reached
through a consultancy with the Romanian National Authority for Export Controls (ANCEX
[http://www.ancex.ro]).

Nevertheless users are advised and agree that they must come to fully understand, respect
and comprehend the cryptographic functionality found in the licensed Software and must
agree and undertake to comply with any laws of their forum pertaining to said cryptographic
functionality.

You hereby also acknowledge that:

< you have obtained the Software directly from EduLib, through its Romanian-based web
site;

« the Software developed by EduLib is of Romanian origin and therefore subject to
Romania's and European Union's laws, rules and regulations.

You hereby irrevocably declare and agree that the Software you obtained from http://
www.edulib.com:

« is publicly available, without restriction except the normal copyright ones by means of
electronic transactions and a web download;

« has cryptographic functionality that cannot be easily changed by you;
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« is installable by you without substantial support from EduLib; and

« details of the product is available in the documentation included in the product, as well
as available without restriction on EdulLib site.

You hereby warrant that:

« you are allowed to obtain a copy of this Software at your location or in your forum or
territory;

 your installation and usage of this Software conforms to your country's applicable laws
and regulations;

< you will ensure that users having access to your copy of this Software will abide by the
applicable laws and regulations; and

¢ you undertake to defend and indemnify EduLib (including assuming EduLib attorneys
fees) if you violate any laws or regulations pertaining to cryptographic software or
functionality;

« you have the obligation to obtain at your own expense any license or authorizations
required by any legal authority for acquisition, delivery or use of the products, and if
necessary produce evidence to EduLib. You should be liable for all expenses or charges
incurred by EduLib from your failure to obtain such license or authorizations.

8.10 Limited Warranty

You have ensured with the above mentioned evaluation version that the Software works
according to your requirements and the advertised features. EduLib disclaims all warranties
for deficiencies that are reasonably discoverable with the evaluation version of the Software.
You acknowledge that the Software cannot be completely error-free. EduLib disclaims all
warranties regarding non-severe deviations of the advertised features of the Software.
EduLib and its third party suppliers and licensors disclaim all other representations,
warranties, and conditions, expressed, implied, statutory, or otherwise, including, but not
limited to, implied warranties or conditions of merchantability, satisfactory quality, fitness
for a particular purpose, title, and non-infringement. The entire risk arising out of use or
performance of the Software product remains with you.

8.11 Limitation of Liability

To the maximum extent permitted by applicable law, in no event shall EduLib or its
suppliers be liable for any special, incidental, indirect, or consequential damages whatsoever
(including, but not limited to, damages for loss of profits or confidential or other information,
for business interruption, for personal injury, for loss of privacy, for failure to meet any duty
including of good faith or of reasonable care, for negligence, and for any other pecuniary
or other loss whatsoever) arising out of or in any way related to the use or inability to use
the software, the provision of or failure to provide support services, or otherwise under or
in connection with any provision of this Agreement, even in event of fault, tort (including
negligence), strict liability, breach of contract or breach of warranty of EduLib or any supplier,
and even if EduLib or any supplier has been advised of the possibility of such damages

Because some states and jurisdictions do not allow the exclusion or limitation of liability,
the above limitation may not apply to you. In such states and jurisdictions, EduLib's liability
shall be limited to the greatest extent permitted by law and the limitations or exclusions of
warranties and liability contained herein do not prejudice applicable statutory consumer rights
of person acquiring goods otherwise than in the course of business. The disclaimer and
limited liability above are fundamental to this Agreement between EduLib and you.
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8.12 General

EduLib reserves the right at any time to cease the support of the Software and to alter
prices, features, specifications, capabilities, functions, licensing terms, release dates, general
availability or other characteristics of the Software.

This Agreement embraces the full and complete understanding of the parties as to the
subject matter hereof and may not be diluted or modified except by written amendment which
expressly refers to this Agreement and which is duly executed by both parties.

This Agreement is to be governed by and construed in accordance with Romanian laws.

The United Nations Convention on Contracts for the International Sale of Goods shall not
apply to this Agreement.

8.13 Contact Information

If you have any questions about this Agreement, or if you want to contact EduLib for any
reason, please email to support@edulib.ro [mailto:support@edulib.ro].

8.14 Changes to our License Agreement

If we decide to change our License Agreement, we will post those changes on http:/
www.edulib.com/products/keystores-managet/license/, and update the License Agreement
modification date below.

This agreement was last modified on 19" March 2012.
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9. Sales and Support

Technical support is provided via electronic mail at the following address: mailto://
support@edulib.ro. EduLib will use its best efforts to provide you with technical support

within 2 working days of your request. Please check our web site to find our latest contact
information.

EdulLib software can obtained from http://www.edulib.com.

Terms and Conditions of Sale are available at http://www.edulib.com/terms-of-sale/.
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Appendix A. CERTivity®'s Features Matrix

The existence and capabilities of the CERTIvity features are controlled by the category of
your license - Standard, Professional or Trial versions.

Feature Trial License Standard Professional
License License
KeyStore Management
Create a New KeyStore Limited to 5 + +
New Actions
per instance
Open an Existent KeyStore Limited to 5 + +
Open Actions
per instance
Open Windows Root CA KeyStore + - +
Open Windows User KeyStore + - +
Open JREs CA TrustStores + + +
Save a KeyStore + + +
Convert KeyStore Type + + +
Change the KeyStore Password + + +
Delete KeyStore Entry + + +
Change KeyStore Entry Alias + + +
Import Certificate into KeyStore + + +
Generate Key Pair + + +
Generate Secret Key + + +
Import Certificate from Server + - +
Import Certificate from Signature + - +
Import Key Pair + + +
Add Certificate Extensions + + +
Save Certificate Extensions as + + +
XML
View Private Key Details + + +
Extend Validity of Self Signed + +
KeyPairs
Regenerate Key Pair + + +
Certificates Operations
Open a standalone Certificate + + +
View Certificate Details + + +
View Public Key Details + + +
View PEM Representation for a + + +
Certificate
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Feature Trial License Standard Professional
License License
View ASN.1 for a Certificate + + +
View ASN.1 for a Certificate + + +
Extension
View Certificate Extensions + + +
Obtain the Revocation Status + + +
Test Certificates on Given Protocol + - +
Sign and Verify
Verify Signatures for JAR/APK + + +
Files
Verify Signatures for XML Files + - +
Verify Signatures for PDF Files + - +
Sign JAR/APK Files + + +
Sign XML Files + - +
Sign PDF Files + - +
Sign CSR Files + + +
Generate CSR Files + + +
Import CA Reply + + +
Export Options
Export Certificate + + +
Export Certificate Chain + + +
Export Key Pair + + +
Export Private Key + + +
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